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I INTRODUCTION

1. The terrorist attacks on the United States on 11 September 200t dramatically changed the=------

global security landscape and had a profound impact on the transatlantic relationship and NATO
as an alliance. ,

{ Formatted: Bulkts and Numbering

2. This report takes a briefl look at where the transatlantic pariners stand five years after S« Formatted: Bulists and Nombering | |

President George W. Bush declared the “war on terror. The paper argues that progress has
been made, bul that the Allies need to expand and refine their instruments and that NATO's
poliical-dipfomatic clout has not been used to its full potential. NATO's role in combating
terrorism is important, but limited. Many of the essential activities of the fight against terorism
oceur outside NATO, through bilateral co-operation, or are done by international actors such as
the UN.

H. DEFINING THE THREAT

3. Terrorism is not a new phenormenon, but it has evolved over the past years. Today's threat+-- - { Formatted: Bulets and Numbering | '

of terrorism, brutally exposed by 9/11, does not come from an organised enemy with a clear
identity and & coherent set of objectives. The threat emanates from a relatively smalt number of
lpose, shifting and disparate groups that wartt to force their individual and namow values on
others {hrough viglence. Religivus exiremism, whils not the sole motivation for terrorism, is likely
to ba the most immediate source of terrorist threats in the short to medium term. In 2006, 706
individuals were arrested in 15 EU member stales on suspicion of terrorism offences, and half of
these arrests were related to Islamist terrorism. Among the range of terrorist threats, that of
*home-grown” terrorism is a particular concern, because it is more difficut to anticipate the
motives or actions of potential terrorists who are citizens of Western countries. “Home-grown"
kstamist terrorism is considered a bigger problem in Eurcpe than in the United States or in
Canada. The Muslim communities in Western European countries account for a larger
percentage of the population and Muslims in North Ameriea ara generally better integrated than
their counterparts in Eurcpe.

4. The threat of terrorism is global and the widespread availability of information technology+
has enabled terrorist organisations to communicate in new and more effective ways. Termorisis
can increasingly operate "virtually” and without format structures, They can share tactics and
strategies {hrough the internst and there Is evidence of collaboration beiween terrorist
organisations and international criminal erganisations.

5. Terorist groups like af Qaeda have planned attacks across the world, from Afghanistan tos
Indanesia to the United Kingdom and the United States. Terrorist groups waork across borders
and In stateless cybarspace. No single nation can defeat.terrorism on its own, as ii is a global
threatl. International co-cperation between national authorities, and firm and declsive resistance
of the societies is essentlal to ensuring the safety of innocent civilians around the worid.

i, NATO'S EVOLVING ROLE IN COMBATING TERRORIST GROUPS

{ Formatted: Bullets and Numbering ]

{ Formatted: Bulets and Mumbering | ~

6. All international orgenisations have some role to play in combating ferrorism, as it is @+~ { Formatted: Bullets a1 Numbering |

multi-faceted threat requiring a multi-pronged response. However, as a long-established
poliical-military organisation, NATO has particular comparative advantages in this struggle. The
capabilifes of NATO member countries and their co-operalion with geographically, ethnically,
and culturally diverse pattner countries, allow NATO as an organisation 1o create
counter-terrorism strategies that are useful to a wide range of situations and threats. NATO can
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also help countries with weaker defences agalnst terrorism by disseminating expeftise from
countries that have had more experience in this area. Through the North Atlantic Council {NAC)
and its consensus-driven decision-making, NATC has the ability to generate political wilt among
the Allies to address terrorism. NATO alsc has proven inteligence.sharing channels, used
predominantly in the military domain. NATO has the military assels needed for operations to
disrupt terrorist activitles, including force generation and command and control procedures.
Finally, through science and technology co-operation, NATO can perform the research and
development necessary to find new methods te counteract terrorism. Together, thesea areas are
essential 1o tackle terrorist groups, and should be fully exploited by Allies.

7. The attacks of 9/11 were a tuming point for NATO, propelling the fight against------- { Formetted: Bullets and Numbering |
internationally activa terrorist groups fo the top of NATO's priorities. Almost all of NATO's
activities {oday are shaped by the struggle against terrorism. While terrorism was listed as a
threat when NATO sevised its Strategic Concept in 1998, there was little falk within the Alliance,
at that time, either at the sirategic or at the operational leve!, about how NATO should combat
this threal. Howsver, within 24 hours of the terrorist attacks or America the Alliance invoked
Article 5 of the Washington Treaty for the first time in its history. This interpretation of collective
defence, which the founders of NATO could not have envisioned, made abundantly clear that the
Alliance faced & new threat, and that the Alliance needed to find a way to respond,

8. Operationally, the Alliance agread to aight measures to aid the United States immediatelys----{ Formattsd: Bullets srd Numbering |
after 9111, including ils first official counter-terrorism operations. NATO deployed its Slanding .

Naval Force Mediterranean (STANAVFQRMED) to the Eastern Mediterranean {Qperation “Active

Endeavour' - OAE) and sent Airborme Warning and Contro! System (AWACS) aircraft to help

defend the United States from further attack. Additionally, NATO members agreed upon

increased intelligence sharing, assistance to states subject to increased terrorist threat, blanket

overflight rights for counter-terrorism operations, free access to ports, and finally 1o "backfill”

selected Allied assetls that were belng used to fight terrorism.

9. Politically, however, these eight measures were seen as small compared to the operations--—----- { Formatted: Buliets and Numbering )
that the Urited States launched to overthraw the Taliban in Alghanistan. NATO Allies had offered
the United States much more support for its initial campaign in Afghanistan, but the
US administration preferred to run the campaign through its own Central Command, rather than
through NATO command. This decision was largely based on the US administration's perception
that the Kosove campaign was made more difficult through problems with “argeting by
committee”. 1t was also due to the fact that NATO lacked, at thal point, the range of capabilities
needed for such a large operation far fram NATQ territory, particularly one that relied heavily on
Special Forces. [n the end, however, 15 of the then 1€ Allies contributed to the initial
Afghanistan campaign on a national basis, including large troop contributions and air and naval
resources.

10. Following intense discussion among member stales as to the appropriate sole for thes------ { Formatuea: Butists and Numbering |

Alliance in the fight against terrorism, the Allies agreed in early 2002 that NATO's role should be
“to help deler, defend, disrupt, and protect against terrorist attacks, or threat of attacks, direcled
from abroad against our populations, territory, infrastructure and forces of any member state,
including by acling against these terrorists and those that harbour them,” as the political
guidance provided by the NAC stated. This overall goal has directed all further efforts by the
Alliance to combat terrorism.

11.  Recent NATO Summits have adopted incremental measures to enhance Allled capabilitiess-------{ formatted: Bulcts and Numbering |
to fight terrorism. At the Prague Summit in 2002, NATO Heads of State and Government agreed
on a new Miitary Coneept for the Defence against Terrorism that recognised four key areas
where NATC can play a fole: antiterrorism, i.e. defensive measures against terrorism,
management of the consequences of a terrarist attack, offensive counter-terrorism operations,
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EUR 0004



UNCLASSIFIED :

174 PCTRO7 E 3

and military ¢o-operation, particularly Intefifgence sharing. These four areas are clearly military
competencies, and on these military dimensions NATO has made much progress. The Alliance
also initiated a new Missile Defence Feasbility Study.

12.  NATO's Comprehensive Political Guidance (CPG), endarsed by NATO Heads of Stale and
Government in Novemnber 2006 at the Riga Summit, states that NATO must have the “abilily o
deter, disrupt, defend and protect against temrorism, and more particularly to contribute to the
pratection of the Alliance's populations, temitory, critical infrastructure and forcas, and 10 support
consequence management”. The CPG also refers to the imporiance of protecting information
systems of critical importance to the Alliance against cyber attacks.

13, The transformation in NATO capabilitiss since autumn 2001 is perhaps the most striking=-------{ Formatted: Bullets and Numbering }
change in the Alliance. At the Prague Summit, the Allies adopted a three-pronged approach to .

improving their defence capablilities - launching of the Prague Capabilities Commitment {PCC),

the creation of the NATQ Response Force (NRF) and the strearnlining of the military command

structure. The PCC set specific targets for each Ally, and the Alliance collectively, lo increase

capabilities in aver 400 specific areas. While these capabilities span many different miktary fields,

all are relevant to counterterrorist operations. Progress on implementation of the PCC,

however, has been mixed, thereby delaying and diminfshing NATO's usefuiness in the struggle

against terrorism.

14. More successful has been the creation of the NRF, a Rapid Reaction Force that is=-------{ Formatten: Sullets and Numbering |
self-sustainable and able to deploy for any crisis anywhara in the world. The NRF was declared

fully operational at the Riga Summit in November 2006 and can be a key asset in any future

counier-terrorism operation. Combining land, air, sea, and Special Forces into one packege, the

NRF is deployable within five days of a North Allantic Council decision 1o do s0. Howaver, force

generation for the NRF still poses problems. Shortfall in terms of troops and equipment remain

and need to be tackled. .

15. NATO has also developed key capabilities in the management of a possible terrorist attack.+------ { Formattud; putlets and Numberg |
In Frague the Allies agreed on five initiatives to develop capabiliies in dealing with chemical,

biological, radiological, or nuclear (CBRN) attacks. The largest of these iniiatives was the

creation.of a Multinational CBRN Defence Battalion, which can be deployed with NATO forces or

on its own to provide a full range of CBRN defences, including reconnaissance, detection, and

light and heavy decontamination units. The Batlalion has already been deployed to aid civifian

authorities during the 2004 Olympic Games in Athens, Greece. In addition, NATO has compiled

an inventory of Allles’ response capabllities under a terrorist attack that can be called upon if an

incident occurs.

16. The Alliance has also improved intelligence sharing since 8/11. At the Istanbul Summit ine----- { Formatted: Buliets and Numbering |
2004, the Alliss agreed o create a joint Terrorist Threat intelligence Unit, which uses both civilian

and military intelligence resources 1o provide advice to the NAC and the NATO staff. However,

es inteligence is by its naturé confidential and paramount to each nalion's security, most

intelligence sharing still happens on g bilateral basis, making it difficult for NATO to add valua in

this area. Still, a thorough review of NATO intelligence is underway 1o identify means of ensuring

that NATO staff has timely access to accurate intelligence.

17. NATO's operations ere also aiding the struggle against terrorism. OAE, NATO's only Article+—-{ Formatted: Bullets and Numbering )
5 gperation, continues to help datect end deter terrorist activity in the Mediterranean. Broadly .
defined, its mandate has been expanded since it was crealed in 2001 {o cover the entire
Mediterranean and 1o counter terrorism in the region,. OAE now invaives intelligence sharing in
targeting of speclific vessels of interest that can be tracked, or even boarded. NATOQ ships also
patrol and survey choke points in the region, such as important passages and harbours. In
addition, while their primary goal is to create and maintain a secure environment, NATO
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operations in Afghanistan and in the Western Balkans also include significant counter-terrorisim
componerts. These operations rely on NATO's main comparative advantages in fighting
_ ferrorism - its integrated military structure, highly developed military planning mechanisms, and
less tangibly, its moral authority as an alllance of democracies.

18. The NATO-lad International Security Assistance Force (ISAF) in Afghanistan continues tos--

assist the Government of Afghanistan, as part of the intemational community's broader effarts in
creating and maintaining a secure environment acrass all Afghanistan. In this context ISAF can
be considered o be by far the most important contribution of the Alliance in the fight against
intemational terrorism. it is the most challenging mission NATO has ever taken on and its
primary task there is to assist the Afghan authcrities in providing security and stability. In
addition, the Alliance has also become involved in reconstruction efforts. Significant progress has
been achieved, but the security situation in Afghanistan markedly worsened during 2008,
particularly in the south of the country. Suicide bombings, previously unknown in Afghanistan,
have increased fourfold from 2005 and the Talban were able to perform major military
operations againsl Afghan and ISAF units at the erd of last year. Sacurity has also deteriorated
in other parts of Afghanistan, including in Kabul. The decreased level of security has already
hampered reconstruction efforts and fimited NGO assislance aclivities mainly to urban areas.
This year's General Report of the Poiitical Committee offers a closer look at the operations in

Afghanistan.

19. Partnerships, tog, are part and parcel of the fight against terrorism. NATO and Pariners----

countries agreed to the Pastnership Action Pian on Terrorism in November 2002, which provides
a framework for co-operation against terrorism. This mechanism is important for generating
palitical will 1o fight terrorism across 2 broad range of states and for exchanging information on
. preparedness s well as on ways {o impede support lo tarjorist groups. Co-operation on

terrorism is also a key aspect in the founding charter of the NATO-Russia Council (NRC), signed
in 2002. The NRC draws up an annual aclion plan on terrorism and condudts training exercises
o manage the consequences of a lemorist attack. In 2006 Russia joined OAE. NATO's
Mediterranean Dialogue also contributes to the fight agalnst terrorism which, thraugh individual
ca-operetion programmes (ICP), cffers the opportunity to focus more on terrorism. NATO and
pariner countries also established the Euro-Atlantic Disaster Response Coordination Centre
{(EADRCC), a mechanism through which NATO can coordinate responses to a terrorist attack or
other disasters by all NATO Allies and Partners. The EADRCC helps to avoid duplication in an
emergency, and also facilitates training o improve capabhilities.

V. IRAG

20. The US administration has defined the lraq war as the "front line in the 'war on terror™, The=--

invelvement and the presence of the Alliance in Iraq have been limited, however. NATO has
provided communications, logistical and Intelligence suppert to the Polish-led multinational
givision in Iragy and it has set up the NATO Tralning Mission-Irag (NTM-1). Through NTM-I, NATO
has trained over 4,000 mid- and senior-level military officers i the country, and over 800 officers
in NATO and national facilities. NTM-1 also co-ordinated donations of equipment fo trag from a
nurmber of NATO countries worth more than €110 million in the last two years.

21, ‘There is no effective central government in lrag and the overall security picture has beens-
steadlly deterioraling, Since 2003, an estimated 64,000 lraqi civiians died as a result of
insurgents' atlacks and sectarian violence. iraq has become one of the most dangerous places in
the worid. Seclarian clashes have confinued to increase, as has the insurgents’ capacity to
organise high-impact altacks mainly through car-bombings. As reconciliation efforts have made
Jftle headway, the UN Security Council has, at the requast of the lragi government, unanimously
. approved a resolution expanding the UN's role to help promo'e political talks among the counlry's

) | UNCLASSIFIED
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elhnic and religious graups. According to the United Nations High Commissioner for Refugees
(UNHCR), an estimated 2 million kragis have flad to naighbouring countries, primarily Jordan and
Syria, and 1.8 million Iragis are internally displaced In lraq. Nearly 50,000 lraqis leave the country
every month. The deployment of 17,500 additional US troops as part of a major US-lragi “surge”
operation 1o secura Baghdad appears to have reduced sectarian violence somewhat. According
to an ABC NewsfUSA Today/BBC News/ARD TV polt of late Februaryfearly March 2007, only
26% tragis feel safe in their neighbourhoeds and 80% have experienced some forms of aftack.
Furthermore, living and economic conditions are significantly deteriorating given not only the
worsening security situation but also the lack of rule of law, as well as rising levels of corruption.
traq has become a training ground for tersorists and the US Defense Intelligence Agency (DIA)
estimates that approximately 10% of the Iragi insurgency consists of foreign fighters, the majority
of whom’are allegediy suicide bombers. :

22, The declsion to go to war in Iraq had badly strained the transafantic partnership, NATO,+---

and alss the EU. The Allies differed on whether Iraq represented an Immediate threat and
whether it was justified to use force against the regime of Saddam Husseln, While these tensions
have now settied, there is still no transatlantic consensus on the best way to promote stability in
the ¢ountry.

23. The US focus on the Iraq war has jeopardised the early military victory in Afghanistan of
2001. Moreover, the 2006 US National intelligence Estimate concluded lhat the lrag war has
fuslled the growth of Islamist extremism, The war has also created a climate of growing mistrust
betwaen lslamic countries and the Waest, Linking democracy prometion and regime change
sparked a debate not only among allies but also outside the Alliance. Unfortunately, the krag war
has discredited democracy in the eyes of many fraqis. Many Muslims througheut the world
regard the war in (raq as unjust and there is a deep suspicion of US molives among the Muslims
-in the region. The pictures of the Abu Ghraib and Guantaname prisons and related evenls have
increased anti-American sentiment among Muslims around the world. Democracy promeotion’s
place in foreign policy has becoma controversial with the debate over the war in Iraq.

V. THE BROADER MIDDLE EAST

24, |Islamic fundamentalists argue that lerrorist action is a result of policy, primarily thes----

perceived injustice in Palestine and the presence of a non-Muslim military on sacred Muslim soil
in Saudi Arabia. The Middie East confiict is one of the most important, if not the muast important,
stumbling blocks on the palh towards reducing terrorism. Many Muslims are crilical of the
United States and the West because they perceive that we have backed repressive regimes in
the Middle East and thal we appear to be tacilly supporting repression and impriscnment of
dissenters. Moreover, many Muslims perceive that the United States and the European countries
support Israel and its occupation of Arab and Muslim territories. They feel that the United States
and the West are applying double standards and they also cannot understand the opposition to
Iran's nuclear programme while lsraef's was ignored. However, the primary enemy for Istamic
fundamentalisis iz not the United Stales and the West but their own govemments and nifing
elites, which have failed 1o prevent the corruption of thelr refigion and to protect Muslim society
from the unholy influence of the secular world. The Uniled States and the Allies are being
targeted because they are perceived fo be in support of these oppressive governmenis and
policies. ’

25. There is a fink between political repression and the rise of terrorist movements, However,«
we need to be careful with advocating regime change. We cannot and we must nol impose our
political system on others. Rather, our priority should be to help these countries allow political
participation of all their citizens, rule of law and economic oppartunity.

i UNCLASSIFIED
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28, Secular governments across the Broader Middle East face a surge in conservatives

refigiosity that supporis an extreme form of political Istam. Many countries in this region have
suffared terorist attacks from local groups thal have emerged from the repressed extremists.
Their governments have outlawed extreme !slamisi parties that would be likely to win large
partiamentary blocs - if not majorilies - were they allowsd to participate in free and fair national
elections. But the circumscribed democracy that exists throughout the region also prevents more
liberal elements of civil saciety from participating 1A politics as well. lslamist movements appear to
be gaining ground and they can easily exploit the disenchantment with repressive, comupt
regimes, parlicularly among the young generation that forms a high percentage of the population
in many Arab countries and many of whom are unemployed. Economic development alone,
howsver, does not suffice to address the probler. In fact, a recent study by the Galiup Centre for
Muslim Studies in ten Muslim countries showed that wealthier and better-educated Muslims are
more likely to be radicalised. Islamist movements easily exploit the internet and Arabic satelite
TV stations to spread their militant political messages.

VI, THE NEED FOR BROAD INTERNATIONAL CO-OPERATION

27.  The fight against terrorism is being waged on many fronts: mititary, intelligence, diplomatic-
and Tinancial. NATO's rale in this fight is important, but limited. The fight against terrorist groups
is principally a *war of ideas” and the principa! weapons fhal the Allies should be applying are our

freedom, our fiberty, and our nle of law, as Colone] (ret) Lawrence Wilkerson, former chief of

staff to US Secretary of State Colin Powell, stressed during the visit of the Sub-Committee to tha

United States in Jduty this year. To succeed in tackling terrorist groups the Allies reed to have

consistent policy approaches and need to act transparently, Colongl Wilkerson told the

Sub-Committee.  Mareaver, Internationat co-ordination and co-operation are and remain erucial

to counter {he thveat, both at the irternational level, as wall as on the bi-lateral level.

A. THE ROLE OF THE UNITED NATIONS

28. The UN has much to confribute to the development and implementation of an effectives
slrategy o combat intemnationally active terrarist groups. The UN's most important contribution is
ihat it establishes a legal framawork for counter-terrorism and ihat if provides legitimacy in
combating temorist groups. The UN Security Council (UNSC) has passed numerous binding
counter-terrorism related resolutions. To monitor member states' implementation of these
obligations and to strengthen their counter-terrorism infrastructures it also established a number
of subsidiary bodies. Moreover, the UN General Assembly has adopted a Global
Counter-Terrorism Strategy thus marking an important consensus in the UN on terrorism.

29. Shortly after 8/11 the UNSC adopted Resalution 1373, which required afl 191 UN member+
countries to freeze the financial assets of terrorists and their supparters, deny them travel or safe
haven, prevent terrorist recruitment and weapons supply, and cooperate with ather countries in
information sharing and ciminal prosecution, To monitor state compliance with these obligations
and to strengthen their counterterrorism capacities, Resolution 1373 created the
Counier-Terrorism Committee (CTC).

30. UN activities have raised awarenass among member states of the importance of,
international co-operation on counter-terrorism, but petitical and institutional limitations, including
the consensus declsion-making process that makes it difficult 1o teke action in a timely fashion,
as well as a lack of financlal and human resources, impede the UN's efforts. Moreover, the
. UNSC's counterderrarism activity has been mostly reactive, with the majority of Council
resolutions deafing with lerrorism having coma in the aftermath of an attack or another majer

' - UNCLASSIFIED
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evert. As a result, the Security Council's efforts against terrorism are both incoherent and
uncoordinated. The CTG relies exclusively on reports from member stales and has no possibility
of verifying if countries are actually implemanting counter-terrorism mandates.

B. THE ROLE OF THE EURCPEAN UNION

31. The ©/11 tarrerist aftacks, as well as the later attacks in Madrid and London, were also calls~
to action for the European Union. While the EU gives primary responsibility fer the protection of
citizens to the member stalas, the Union feels it can add value to the fight against terrorism by
confronting networks of terror with networks egainst terror. Therefore, in the months following
9711, European leaders agreed to a series of broad pobitical measures intended to improve
co-pperation in the fight against terrorism. The EU's initiai « Plan of Action to Combat
Terrotism », agreed within the context of the Common Foreign and Security Policy (CFSP) in late
September 2001, gimed to enhance police and judicial co-operation, while fighting terrorist
financing and improving air security. This was followed by an agreement to create a Eurcpean
Arrest Warrant, thus speeding extradition of tersorist suspects and other criminals within the EU, .
and a common definition of terrorism. In March 2004, in the wake of the Madrid bombings, the
EU member states agreed to a new “Declaration on Combating Terrorism” which, among other
things, created an agreement on solidarity among the member states in the event of another
terrorisi attack. The EU also created the position of Counler-Terrorism Coordinator, who would
report directly to the.High Representative for CFSP. The EU has a number of instruments
outside Europaan Security and Defence Policy (ESDF) that are important in this rrea, such as an
agreement on data sharing via Europol’s antiterrorist cell, and Eurojus!, designed to co-ordinate
investigations and proseculions belween nafianal prosecuting suthorities.

32, In the wake of the attacks in London in July 2005 the British Council Presidency sped thes---

creation of a unified “EU Counter-terrorism Strategy.” Along with its accompanying action plan,
wilh its 160 specific measures, this Strategy is a comprehensive document combining steps to
fight terrorism across all three EU plllars.  The Strategy's headline commitment is “lo combat
terrorism globaly white respecting human rights, and make Europe safer, allowing its citizens to
live in an area of freedom, security and justice.” Il is important to note that security and the
preservation of fundamental rights are given equal weight in this statement. The Strategy is
divided into four work streams — prevent, protect, pursue, and respond — each of which has its
own key pricrities. The work sireams alm to improve upon national efforts by strengthening
national capabiities, facilitating European co-cperafion, developing collectlve capability, and
promoting intemational partnership. The Councill meets to review the progress on implementing
the Stralegy every six months, and prior to this meeting a High Level Political Dialogue on
Counter-Temorism takes place, wih representatives from tha Council, the Commission, and the
European Parliament. The EU has also assisted the United States in tha areas of police and
judicial co-operation, in particutar regarding regulation on extradition and police surveillance.

33, While the EU has now created a unified counter-terrorism sirategy, Implementation of this
strategy is lefi to the member statas. In practice {his means that member states diffor radically in
{heir counter-terratiam legisiation. tn general,.smeller and less affluent states have had difficulties
advancing their legistation as speedily as the larger member stales, many of whom had
counter-terrorism legislation even prior to 9/11. More co-opsration among member states in
implementation of countar-terrorism policies would certainly add to the security of the Union as a
whole. Other areas for improvement within the EU framework are befter sharing of Information
and best practice, and betler co-ordination of counter-terrorism related external development

assistance.
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VHl. THE DIFFICULYY OF MAINTAINING A "“COMMON FRONT" AGAINST
TERRORISM

34.  Although 9711 and other attacks such as those in Turkey in 2003, in Spain in 2004 and i+ { Fermarted: Bulets and Numbering |
the Uniled Kingdom in 2005 created a general consensus that the transatlantic padners face a

similar threat, there are significant differences, across the Atlantic, on the means to employ to

counter the threat. In the United States, the terrorist attacks led-to the largest expansion. and

restucturing of the security agencies in US history. This has not been the case in European

member countries, as a number of them have been exposed to terrorism long before and had

already adapted their law enforcement structures and legal means. However, the EU has

introduced. a broad asray of structures and inifiatives to allow for a mors integrated and co-

ordinated management of its policies to address the problem.

35. Many governmenis nhave introduced new anti-terrorism legislation and the issue remaings----- { Formatted: Bullets and Numbering |
high on the agendas in member countries, Surveillance of private individuals and the collection of
data about thern has been greatly expanded. But there has also been concern that the character
of our open sorieties may change for the worse, One of the challenges the Allies face is that
they have differing answers on how fo balance civi liberlies against the need to increase
security. The issue I primarily refated to domestic legislation and it is up to every individual
country to define the proper balance between civil liberties and increased state controk
Howaver, there are also important foreign and security aspects to il

36. NATO allles share the same values, including the ernphasis on the “rule of law” and a+-----{ Formatted: Bullets ord Numbering )
strong case can be made that protecting human rights and strengthening democracy are

essential over the long term to the fight against terrorism. Holding on to our values and obtaining

the strongest international legitimacy will make it easier to combat terrorists. Allegations of war

crimes and torture undeiming our values and make it more difficult to reach ogul to Mustim

communities as well as hurt our reputation and legitimacy abroad.

a7, Tackling terrorist groups also requires co-operation with couniries that do not necessarilys---- { Formatted: Bullets and Numbering |
share our values. Terrorist movements often arise in sociefies where civil and human rights are
denied and opporlunities for political expression are facking. The difficutty is that we also need to
co-operate wilh repressive govemments, same of which may use this co-operalion for their own
domestic purposes. While we also need to co-vperale with repressive regimes, we need to
consider short-term gains against long-term costs. Wa need fo recognise thal democracy can be
a tool against terrorism and we must resist any temptation to weaken democratic values in our
own socleties. While we cannot and should not impose our values on others, we must be slrong
examples of how countries benefit from democracy and we must encourage other states to
adhere to democrafic values as well. We must consider that the potential costs of avoiding
democratisation are far greater in terms of forsaking our values and weakening our long-term

secunty.

38. There is no trade-off to be made between human rights and terrorism and upholding<:----- { Formatted: Bullets and Numbering ]
human rights is not at odds with battling terrorism.  On the conlrary, the moral vision of human

rights - the respect for the dignity of sach parsan - is among our most powerful weapons against

it. We must not torture, arrest without justification, and detain individuals without recourse to

basic legal protections. These are means employed by terrorist groups like & Qaeda. To

compromise on the protection of human rights would hand letrorists a victory they cannot

achieve on their own. Therefore, the promotion and protection of human rights should be key

part of our strategy to combat terrorism, i

39. We need to use the "soft power” of values and ideas as well as military strength to defeats------ -{ Formatted: Builets and Numbering |
* extremism. We must avoid *polilics of fear” — which is the primary weapon that terrorists employ
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- and we must also reject the vision of islam as tha Evil Power. Most Muslims consider terrorist
acts to be egreglous viclations of Islam's laws.

40, Ancther problern that cur open societies face is how we deal with terrorists and insurgents,«------- { Formatged: Buflers and Numberng |

as the dislinction belween military and civilian combatants has become increasingly blured. In
addition to ignoring or violating many fundamental individual rights and fiberties, the Bush
Administration has been accused ¢f acting in violation of international law, human rights, and the
US Conslitutionin ils execution of the campaign, paricularly with regard to the intemment of
so-called “unlawful combatants® in its military prison at Guantdnamo Bay, Cuba. Critics
emphasise that it has detained many hundreds of prisoners, some of them American citizens,
indefinitely, in secret, and without charge or access to a lawyer. Concemns have also been raised
about the creation of special military tribunals where f{raditional safeguards to protect the
innocent from conviction will not be available. Designated by the US authoriies as “untawful
enemy combatants”, who are thus denied the privileges of prisoner of war (POW) designation in
aceordance with the Geneva Conventions, many have been held for more than five years without
knowing If or when they will be released or brought to any form of judicial process. But other
countres, (oo, have difficulties in finding a *right” balance between upholding ¢ivil liberties and
protecting against terrorist attacks and some of their anti-terror programmes have been crilicized
domestically and internationally.

41. The Bush Administration has also been criticised over the rendition-fights programme of-+---- [ Formatted: Balets and Nubering |

kidnapped suspects. At least 1,245 such flights in EU states have occurred since 2001 with the
tacit approval and co-operation of some European governments, according to a report by the
European Parliament.

42. The existence of the CIA's secret prison system and allegations by some former prisoners
that they were tortured In these secret facilities have made European public opinion more critical
of the United States. In addition, critical media reports have prompted a closer ook in Europe at
the co-operation with United States intelligence agencies. Europeans are increasingly concerned
about the US's use of alirine and banking data of European citizens in ferrorist profling. A
German courl has ordered the arrest of 13 Americans, presumed to be CIA agents, in the
"extraordinary rendition” of a German citizen who was Jater found not to have any connections to
ferrorism.  Critics have chided the United Stales and some European govemments for
"outsourcing torture.”

Vill. WHERE DO WE STAND?

----'“fmmnted: Bulflets and Numbering ]

43, Five years afler President Bush declared the “war on teror” it is difficult to assess where=-( Formatted: Bullets snd Numbering ]

we stand. There are no ¢lear banchmarks against which we could measure 3uccess or possible
faliure. Moreover, the inherent secrecy of terrorist and govemment actions makes it almost
impossible to provide a clear picture. Failure or success in combating tsriorist groups becomes
public only after an attack or after a foiled attempt. Calling the fight against international terrorist
groups a “war on terror” has been a mistake. The term is vague and simpfistic and suggests that
we could win this struggle by applying primarily military means. Groups like al Qaeds are not
governments that ¢an be subdued by war but a diverse network of non-state actors spread
across mare than sixty countries. .

44. |t appears that the general picture is mixed. One main success is certainly that the Taliban-~
no onger rule Afghanistan. What is more, intemational awareness of and co-operation against
terrorism has greatly increased. As to the bi-lateral and multi-lateral co-operation, 2 number of
new initialives have been developed, such as the Container Security Initiative (C51). With regard
to NATO, it has engaged in & major transformation which is directed to make it much more

' ' - - UNCLASSIFIED
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respansive to fight terrorism. NATO has developed and expanded its capabilities that are
important in tackling the threat posed by internationally active terrorist groups.

45. According to reports, a number of major terrorist attacks have been thwarted and+------ { Formatted: Bullets and Numbering
numerous high-profile terrorists have been arrested or killed. Foiled plots fike the trolley bomb

case near Cologne in Germany in July 2006 and the London airplane in August, which had a

large impact on civilian air travel and led to a substantial increase in airport securily measures,

demonstrate that the threat has not subsided, hut that national and international authorities ara

miaking progress in fracking these threats.

46. But “despite being forced to decentealise its network, al Qaeda retains the ability to=-------{ Farmatead: Bullets and Numbering |
organise complex, mass-casualty attacks and inspire others”, as the director of the US Defense
Inteligence Agency (DIA), General Michael Maples, submilted in a written statemend to the
US Senate Armed Senices Committee eardier this year. Moreover, according lo the 2006 US
National Inteligence Estimate, al Qaeda may have been weakened since the
- 11 September 2001 attacks, bul new radical islamic groups and cells, which are inspired by
Osama Bin Laden but not under his direct control, have been formed. The tesror threat o EU
member states is *more serious than ever”, according to the annual report of Europol, the EU's
police office. Al Qaeda propaganda is now of “greater sophistication and quality" and more
"profassional" than ever before and the radicalisation of young, disenchanted Musims has

become more rapid.

47, As to Iraqg, the security is highly fragile and the country is close to a civii war which coulds--- - -{ Formatved: Bullets and Numdering ]
spill over to neighbouring countries. The presence of the US-led coalition is proving a recruiting

tool for young radical Muslims worldwide, bul a precipitous withdrawal of the troops would

probably make the situation worse, thereby aggravating the terrorism prablam.

48. By concentrating on lrag, we diverted already scarce resources from improving thes---- { Formatted: Bullets and Numbering 1
siluation in Afghanistan, As a result, we have made less progress there than was possible, and
there is still unrest and instability In Afghanistan while the Taliban are resurging. Moreover, the
focus on iraq distracted us from addressing other [mportant issues, in particular tran, which bhas
been accused of mssisling terrorist organisations, American inteligence officials allege that
tranian paramilitary groups are providing weapans and sophisticated bombs to Iraqi Shiite groups
theraby helping the insurgency there. Tehran was also able to continue pursuing its controversial
nuclear programme. If Iran decided to develop nuclear weapans, it could lead to the further
* proliferation of WMD and would further destabllise the Gulfs already volatile security. The Iranian
problem contains the basis for another transatiantic clash. The clash could emerge over whether
the idea of Iran having nuclear weapons is something that is inevilable and worth the risk of war.

48. The greatest threat to our security is a “nexus between terrorist networks, terrorist slatless------ { Formatted: Bulets snd Numbering )
and WMD" as former US Secretary of Defense Donald Rumsfeld described. Here, too, the

picture is mixed as international co-operation hes increased and new partnerships developed.

Programmes like the Global nitiative to Combat Nuclear Terrorism and the Proliferation Security

Initiative (PSH have generated additiona! capabililes among participating countries to combat the

global threat of nuclear terrorism. However, there has been no progress with regard 1o the

Muclear Mon-Profiferation Trealy regime (NPT) which is worrisome, as the danger of WMD

proliferation appears 1o increase and the possible nexus of ferroristn, "states of concem™ and

WMD proliferation has become a major security concem.
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IX. PRELIMINARY RECOMMENDATIONS

50, Despite the achievements in combating terrorlsm, the threat posed by international lerrorist
groups has not abated. Afthough assessments like the 2007 US National Intelligence Estimate
do not aliow for much optimism that the fight against globally active Islamist terrorist groups can
be won in the shorl term, the iong term prognesis may be rather good. These groups suffer from
significant strategic weaknesses as Peter Bergen, Adjunct professor at the School of Advanced
International Studies at Johns Hopkins University, informed the Sub-Commities: Their lack of a
positive vision and their willingness to accept the killing of innocent Muslims through their actions
are[ depriving them of mass suppert and their expanding list of enemies will eventually led 16 their
defeat.

§%. Although its roie in this field Is limited, NATO provides the essential transatlantic dimension )

in combating temorism. Defeating radical Islamist terrorist groups requires vigorous law
enforcement, intelligence, and military action. However, the operalions in Afghanistan have
shown that the “rufes of the road” in this fight are not clearty agreed upon in the Aliiance.
Therefore, NATO should use its political-diplomatic clout more effectively to work towards greater
policy coherence between the Allies. The Alliance needs 10 re-invigorate its ability to achieve
potitical consensus, agree on common concept and act as & coafition. To that end, NATO needs
to expand and refine some of the poficies it has developed.

52. Ons of the areas where NATO could take on addilional responsibility is homeland defence, «
and its rote in this area could be to co-ordinate national policies across the Atlantic. Certainly the
main responsibility for protecling citizens from terrorist attacks belongs with national authorities
and hormeland security will aways remain an essenfial competence of every nation's
government, However, NATO has already had a role in homeland defence and homeland
security since the Cokl War, What is mare, military forces have always co-operated with civilian
authorities in responding to natural disasters, sealing borders or protecting critical Infrastructures.
NATO's role in homeland defence must not detract from national and EU capabilities and
instifutions In this fizid but rather complement these. Thus NATO could develap a co-ordination
and planning role to warrant that Allies' capabilities and activities are adapted and integrated to
deal with these new threals. - :

§3. NATO's political ciout should alsa be used more effectively with fegard {o pariner countrigs.
As the Broader Middle East is of critical strategic importance, the Allies should expand the

engagement with neightouring states by developing existing programmes like the Mediterranean -

Dialogue and the Istanbul Co-operation Initiative (ICI) using the experience and assets of
NATGC's Partnership for Peace.

{ Formatted: Bullets and Numbesing |

{ Formatted: Bltists and Numbering |

54. A just and lasting solutibn 1o the Israel-Palestinian conflict would go a long way in tackﬁng--------{amam-n: Bullets and Numbering )

the problem of Islamist terrorism. Although NATO js not involved in sefiling this conflict, NATO
should consider adding its political and diplomatic weight to finding B solution. For example, the
NAC could be used 1o devise joint iransatlantic initiatives that could help to co-ordinate the
policies and initiatives of member countries as well as those of the United States and the ELU.
Moreover, NATO could provide additional training assistance to Mediteranean Dialogue or 1GI
pariner countries. A greater emphasis should be placed on co-operation with countries that
develop democratic structures and respect human rights. Here loo, it would be important {o
co-ordinate with the EU as the lalter could offer non-military assistance and training that are
relovant in tackling terrorism.
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‘65, Finally, the developments in the last five years have underlined the importance of public:-----{ Formatted: Bulets and Numbering | ‘ l
diplomacy, both in terms of maintaining support &t home ard co-operation abroad. Although the
role of the Alliance is limited in this area, NATO can and should do more to build public support
for the operations in Afghanistan and to explain the Alllance as a values-based organisation. The
fight against Islamist terrorist groups is a struggle of ideas and we need to do befter in dealing
with the radicalisation of Islam. Allies need to support moderate Islamsic forces whe can show
how al Qaeda and similar groups are distorting the Koran. NATO allies should better orchestrate
their activities among themselves. To that end NATO's capacifies should be strengthened and
more funding as well as expertiss made available.
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Prepared by the Department of State

May 2007
Summary:

This report assesses the nature of the terrorist threat facing NATO Allies, the contours
of counterterrorism cooperation within NATO and other intermational organizations,
and developments in Iraq and the broader Middle East. The report stases that the
results of the War on Terror have been “mixed” - terrorist networks have become ,
much more diffuse and difficult to detect and disrupt, exploiting cyberspace and

grievances in the Middle East to radicalize and recruit home-grown extremists in

order to execute terrorist attacks. According to the report, NATO’s counterterrorism

{CT) role is important but limited to date. The report recommends that NATO

develop a more concerted homeland defence approach, through the coordination of ' ;
transatlantic national policies, and cails for increased NATO-EU cooperation and

coordination on combating terrorism and focus on public diplomacy, t

General Comments:

The report provides a concise and coherent summary of NATO’s CT ¢fforts since
9/11. However, the report is controversial in its significant criticism of U.S. foreign
policy in Iraq and the Broader Middle East (particularly in the decision to invade
Iraq). While the report recognizes a link between political oppression and the rise of
terrorist movements, it notes that “we cannot and must not impose our political
system on others,”

On the other hand, the author highlights the importance of democracy and respect for

human right and advocates using “soft power” (i.e., values and ideas) to promote : '
political participation, rule of law and economic development, which is largely :
consistent with U.S. foreign and assistance policy goals. The author also

recommends that NATO lend its political clout to help resolve the Israeli-Palestinian

conflict to address the problem of growing Islamist terrorism.

‘ Areas of U.S. Coneern: .

The author states that “the U.S. focus on the Iraq wir jeopardized the military victory
in Afghanistan and fueled the growth of Islamist extremism (para 22)” and has
resulted in rising anti-American sentiment among Muslims worldwide. The report is
also highly critical of the Administration’s human rights record, citing problems with
unlawful enemy combatant detainees in Guantanamo and concerns regarding
rendition-flights and “secret prisons”, which have damaged European public opinion ,
(paras 40-42). The report is largely written from a Euro-centric viewpoint. For :
instange, para 53 implies that the EU has the principle CT foreign policy role, but
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fails to recognize that several non-EU member Allies (the U.S., Canada, Norway,
Iceland and Turkey), will continue to look at the NATO Alliance as a principle
diplomatic and multilateral instrament to fight terrorism,

State Department Views:

« The importance of NATO in the GWOT is understated in this paper. NATO
provides an essential foreign policy platform to address CT issues across a broad
spectrum of political-military issues, including civil emergency preparedness and
resilience to terrorist attacks. NATO exercises unite Allies and Partners in
contingency response mechanisms and build capabilities to address the report’s
principal state threat: attacks involving chemical, biological, radiological or
nuclear {CBRN) weapons.

e An additional NATO focus on homeland defense and public diplomacy is
promising, but hinges on the actuat substance behind these ideas which were not
addressed in the report. Welcome further work and deliberations on this
important topic, '

e We need to urge caution when considering adding NATQ’s political and
diplomatic weight to finding a solution to the Israeli-Palestinian conflict.
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f  INTRODUCTION

1. The terrorist akacks on tha United States on 11 Seplember 2001 dramatically changed the
global security landscape and had a profound impact on the {ransattantic relationship and NATO,

2. This report takes & brief lvok where the Afliance and the ransatiantic partners stand five
years after US President George W. Bush declared the “war on terror”, The paper argues that
pragress has been made, but that the Allias need to expand and refine their instruments and that
NATO's poltical-diplomatic clout has not been used to its fulf potential. NATO's role in
combating terrorism is important, but limited. Many of the essential activities of the fight against
terrarism accur guiside NATO, through bitateral cooperation, or ara done by intemational aclors
such as the UN,

Il. DEFINING THE THREAT

3. - The threat of terrorism, brutally exposed by 8/11, does not come from an organised enemy
with a ciear identily and a coherent set of objectives. The threat emanates from a refatively small
number of loose, shifiing and disparate groups thal want to force their individual and narrow
values on others without dislogue, without debate, and through violence, Religious extremism,
while not the sole motivation for terrorism, is likely to be the most immediate source of terrorist
threats in the short to medium temm. In 2006, 706 individuals were arrested in 15 ELUS member
siates on suspicion of terrorisr offences, and half of these arrests were related 1o Isiamist
terrorism. Among the range of temorist threals, that of “home-grown” terrorista is a parlicular
concemn, hecause it is more difficult to anticipate their motives or actions of potential terrorists
who are citizens of Western countries. “Home-grawn” {sfamic terrorism is considered a bigger
preblem in Europe than in the US or in Canada, however, as the Muslim communities in Westemn
Eurppean countries account for a larger percentage of the populgtion, and because Muslims In
Norih America arg not leasi auf their much smaller number generally better mtegrated mto
society than their counterparts in Eurepe.

4,  The threat of terrorism is glubal ang the widespread availability of information technoiogy
has ensbled terrorist organisations to communicate in new and more effective ways. Terronists
can incréasingly operate “virtually” and without formal structures. They can share factics and
strategies through tha inteme! and there is evidence of coliaboration between terrorist
organisations and intemational criminal organisations.

8. TYerrorist groups tike al-Qaeda have planned aftacks across the world, from Afghanistan to
Indonesia to the tinited Kingdom 2nd the United States. Yerrorist groups wotk across bordecs
and in stateless cyberspace. While homeland security will always remain the main responsibility
of nation states, no single nation can defeat terrorism on its own, as il is & global threat
infermational co-operation between national authorities, and firm and decisive resistanca of tha
socielies is essential to enswring the safety of innosent civilians around the world,

M. NATO'S EVOLVING ROLE IN COMBATING TERRORIST GROUPS

6. Al intemational organisations have some role to play in combating terrorism, as it is &
mulli-faceted theeat requiting a2 mult-pronged response. However, as a lung-established
poiitical-military arganisation, NATQ has particular comparative advantages in this struggle: The
capabilities of NATO member counlries and their co-cperation with geographically, ethnically,
and culturafly diverse parner countries, allow NATO as an organisation to create counter-
terrorism strategies that are useful to a wide range of situations and threats, NATO can also
help countiies with weaker defences against terrorism by spreading expertise from countrles that
1]
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have hay more exparience in this area. Through the North Atlantic Councit (NACY and its
consensus-driven decision-making, NATO has the abilty to generate political will among the
Allies to address temorism. NATO also has proven Infelligance-sharing channels, used in the
military domain. NATO also has the military assets needed for operations 10 inferdict teworist
activity or supplies, including force generation and command and controt procedures, Finally,
through science and technology coaperation, NATO can perfarm the research and development
necessary to find new rmethods to counteract terrorism, Together, these areas are essential {o
the global war on terrorism, and should be fully exploited by Allies far this purposa.

7. The attacks of 11 Seplember 2001 were a fuming point for NATQ, prapelling the fight
against internationally active temorist groups to the top of NATC's priorities.  Almost all of
NATO's activilies today are shaped by the struggle against terratism. While terrorism was listeq
as a threat when NATQ revised its Strategic Concept in 1999, there was (ittle talk within the
Alliance, either at the strategic or al the operational level, al that time about how NATO should
combat this threat, However, within 24 hours of the tsrrorist attacks on America the Alliance
invaked Article 5 of the Washington Treaty for the first time in its history. This use of collective
dafence, one the founders of NATO could not have envisioned, made abundantly clear that the
Alliance faced a new threat, and that the Alllance needed to find a way to respond.

8. Operationally, the Alliance agreed to eight measures to aid the United States immediately
after 941, including its first official counter-terrorism operations. NATO deployed its Standing
Naval Force Mediterranean to the Eastern Mediterranean (Operation *Active Endeavour” - QAE)
and gent Airbarme Wamning and Control System (AWACS) aircraft to help defend the US from
further attack. Additionally, NATO members agreed increased intelligence sharing, assistancs to
states subject to Wcreased terrorist threat, blanket overfiight rights for counter-terrorism
operalions, free access to ports, and finally to “backfil" selected Atlied assets that were being
used to fight terrorism,

9. Politically, howsver, these gight measures were seen as small compared to the operation
that the YS launched to overthrow the Taliban in Afghanistan. NATO Allies had offered the US

- many more resources for its initial campaign in Afghanistan, but the US administration preferred

to run the campaign through its own Central Command, rather than through NATO command.
This decision was basad largely on the US administration’s perception that the Koscvo campaign
was made more difficult through prablams with “targsting by comimittee”. It was also due te the
fact that NATO tacked, at that point, the range of capabilities needed for such a large eperation
far from NATO territory, particularly one that relied heavily on Special Forces. In the end,
hawever, 15 of the then 19 Allies contributed to the initial Afghanistan campeaign on a national
basis, including farge troop confributions and air and naval resources.

10. Following Intense discussion among member states as to the appropriate role for the
Alliance in the fight against terrotisr, the Allies agreed in earty 2002 that NATO’s role should be
“io help deler, defend, disrupt, and protect against terrorist attacks, or threat of attacks, directed
from abroad against our populations, terditory, infrastructure and forces, including by acling
against these terrorists and those that harbour them,” as the political guidance provided the NAC
stated. This overall goal has directed all further efforts by the Alliance to combat terrerism.

11, Recent NATO Summils have adopted incremental measures lo enhance Allied capabilities
to fight temorlsm. At the Prague Summit in 2002, NATO Heads of State and Gevernment agreed
to 8 new Military Concept for the Defence against Terrorsm that recognised four key areas
where NATO wan play a role; anfiterrorism, i.e. defensive measures against terrorism)
management of the consequences of a lerrorist attack; offensive counter-terrorism operations;
arid military co-operation, particularly intelligence sharing, These four areas are clearly military
competencies, and on these military dimengions NATO has made much progress. The Alliance
ase inftiated a new Missile Defense Feasibility Study. :
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12. The transformation in NATO capabilities since autumn 2001 s perhaps the most striking
change in the Alflance. Al the Prague Summil, the Allies adopled a Ifiree-pronged approach to
improving its defence capabilities - launching of the Prague Capabilities Commitment (PCC), the
creation of the NATO Response Force (NRF) end the streamiining of the military command
structure. The PCC set specific targets for each Ally, and the Alliance colleclively, 1o increase
capabilities in over 400 specific areas. While these capabilities span many different military fields,
all are relevant to counferterrorist operations. Progress on implementation of the PCC,
howtver, has been mixed, thereby delaying and diminishing NATO's usefulness in the struggle
against terrorlsm.

13. More successful has been the creation of the NRF, a rapid reaction force that is self-
sustainable and able 10 deploy for any crisls anywhere in the world. Tha NRF was declared fully
gperational at the Riga Summit in November 2006 and can be a key asset in any fulure

counter-terrcrism operation. Combining fand, air, sea, and Special Forces into onp package, the -

NRF is deployable with five days of a North Allantie Council decision to do so.

14, NATO has also developed key capabilities in the management of 2 possible terrorist attack.
In Prague the Allies agreed on five initiatives to develop capabiliies in dealing with chemical,
biclogicat, radiclogical, or nuclear (CBRN) attacks. The largest of these initiatives was the
creation of a Multinational CBRN Defence Battalion, which can be depioyed with NATO forces or
o ils own 0 provide a fult range of CBRN defences, including reconnalssance, detection, and
fight and heavy decontamination units was created, The Battation has already been deployed to
aid civilian authorities during the 2004 Clympic Games in Athens, Gresce, In addition, NATO
has compiled an inventary of Allies’ capavilities te respond io a terrotist attack that can be called
upon if an incident oceurs,

15. The Alliance has also improved intefligence shating since 8/11. At the Istanbul Summit in
2004, the Allies agreed to create a joint Terrorist Threa! Inteliigence Unlt, which uses both civilian
and mifitary intelligence resources o provide advice to the NAC and the NATQ staff. However,
as inteliigence is by its nalure corfidential and paramount io each nation's security, most
intelligence sharing siill happens on a bilateral basfs, making it difficult for NATO {0 add value in
this area. Still, a thorgugh review of NATO intelligence is underway to identify ways {¢ ensure
that NATO steff has tirnely access to accurate inteliigence to inform decision-making.

18. NATO's gperations are also aiding the ‘struggle against terarism.  QAE, NATO's only
Arficle 5 operation, continues io help detect and deter terrorist activity in the Meditersanean. its

- mandate has been expandead since it was created in 2004 to cover the entire Mediterranean and

to courter ferratism In the region, broadly defined. | OAE now involvas intelligence sharing to
target specific vessels of interest that can be tracked, or aven boarded. NATQ ships also pairol
and survey choke poinis in the region, such as important passages and harbours. In addition,
NATC Operations in Afghamistan and in the Wasiern Balkans also include significant
counter-terrorism components, These operations rely on NATO's miain comparative advantages
in fighting temorism - its integrated milifary structure, highly developed military planning
mechanisms, and more intangibly, its moral authority as an alliance of democracies.

17. Parinerships, loo, are part and parcel of the fight against lerrofism, NATO and Panner

counlries agreed to the Partnership Action Plan on Terrorism in November 2002, which provides -

a framework for co-cperation against terrarism. This mechanism is important for generating
pofitical Wil to fight terrerism acress a broad renge of states and for exchanging information on
preparedness as well as on ways te Impede suppert to terrorist groups. Co-operation on
terrorism is also & key aspect in the founding charler of the NATO-Russia Council (NRC), signed
in 2002. The NRC draws up an annual action plan on ferrorism and conducts training exercises
to manage the conseguences of a lerrorist sitack. In 2006 Russia joined OAE. NATO's
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Mediterranean Dialogue also contributes to the fight against terrorism which, through individual
co-operation programmes (ICP}, offers tha oppodunily to focus more on teorism. NATQ and
nariner countries also established the Euro-Aflantic Disaster Response Coordination Centre
{EADRCC), a mechanism through which NATO can coordinale responses to a terrorist attack or
olher disaster by zlt NATO Allies and Partners. The EADRCC helps to avoid dupiication i an
emergency, and also facilitates training 1o improve capabilities.

18.  The NATO-lad International Security Assistance Force (ISAF) in Afghanistan is by far the
mast important contribution of the Adliance to the fight against intermational teworism, ([t is the
most chalfanging mission NATQ has ever taken on and {s primary task there is to assisi the
Afghan authorities in providing security and stability. In addition, the Alliance has also become
involved in reconstruction efforts. Significant pregress has been achieved, but the security
situation in Afghanistan markedly worsened during 2008, particularly in the south of the country.
Suicide bombings, previously unknown in Afghanistan, have increased fourfold from 20085 and
the Tallban were able to perform major military operafions against Afghan and ISAF units at the
end of last year, Security-has also detericrated in other parts of Afghanistan, including in Kabul,
The decreased level of security has already hampered reconstruction efforts and limited NGO
assistance acliviies mainly to whan areas. This year's General Report of the Politicat
Committee offers a doser inok of the operations ir Afghanistan. '

.V IRAQ

19. The US administration raq bas defired the lrag war as the “front fine in the ‘war on terror™,
The involvement and the presence of the Alflance in [rag has been fimited, however. NATO has
provided communications, jogistical and inteligence supporl to the Polish-led muitinational
. division in raq and it has engaged in the NATO Training Mission-trag (NTM-). Through NTM-I,
NATO has trained over 4.000 mid and seniorJevel military officers in country, and over 900
officers in NATO and national facliles. NTM-l also co-ordinated denations of equipment to fraq
from @ number of NATO couniries worth more than €110 million in the last two years.

20. Despite e progress made by the tragl Government with regard to political conciliation, the
overall secusity picture has been steadily deterforating. Sincs 2003 an estimated 64.000 iragi
civilians died Bs a result of insurgents’ attacks and sectarian viclence. frag has become one of
the most dangeraus places in the world, Sectarian clashes have continued to increase, as has
the insurgents’ capacily to organize high-impact attacks mainly through car-bombings. Accerding
to the UNHCR, an estimated 2 million Iraqgis have flsd fo nelghbounng countries, primarily Jordan
and Syria, and 1,9 milion lraqis are internally displaced in Irag. Nearly 50.000 Iragis leave the
country avery month. At the ime of this writing, the deployment of 17.500 additionat US troops
as part of a major US-lraqi “surge” operation to secure Baghdad appears (0 have reduced
sectarian violence somewhat. But it remains to be seen whether the stationing of additional

troops will tum the tide.  According to a recen! ABC News/USA Today/BBC News/ARD TV poll,

only 26% Iraqis feel safe in their neighborhoods and B0% have experlenced some forms of
attack. Furthermore, living and economic condifions are significantly déleriorating given not only
the worsening security situation but also the fack of rule of law, as well as rising levels of
corruption. Iraq has become a fraining ground for terrorists and the US Defense Intelligence
Agency {DIA) estirnates that approximately 10% of the lraqi insurgency consists of foreign
fighters, the majority of whorm are allegedly suicide bombers,

24. The decision 1o go fo war in iraq had badly strained the transatiantic parinership, NATO,
and also the EU. The Alies differed on whether Irag represented an immediate threat and
whether it was justified to use force agamst the regime of Saddam Hussein. While thess
tensions have now settled somewhat, there is still no fransatlantic consensus on the best way to
promofe stability in the country.
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22.  The US focus on iraq war has jeopardized the early military victory in Afghanistan in 2001.
Moreover, the 2006 US Nationat Intelligence Estimate conciuded that the Irag war has fuglled the
growth of Islamist extrernism. The war has also created a climate of growing mistrust between
tslam countries and the West. Many Muslims throughout the world regard the war in lraq as
unjust and thare is 8 deep susplicion of US motives among the Muslims in the region. The
piciures of the Abu Ghraib prison and related events have not improved the US image amoeng
Muslims. As a result, anti-American sentiments among Mus!ims around the world have intreased
significantty.

V. THE BROADER MIDDLE EAST

23. Some can argue that ferrorist action is also a resuit of policy, primarily the perceived
Injustice in Patestine and the presence of a non-Muslim military on sacred Muslim soil in Saudi
Arabia. The Middle East conflict is one of the most important, ¥ notthe most importany,
stumbiling blocks on the path toward reducing terrotism. Many Muslims are crtical of the US and
the West because they perceive that we have backed repressive regimes in the Middle East and
that we appear to be tacitly supporting repression and imprisonment of dissenters. Moreover,
many Muslims perceive that the US and the European countries support israel and its occupation
of Aral and Muslim territories, They feel that the US and the West are applying double standards
and they also cannot understand the opposition to Iran's nuclear prograrmme while lsrael's was
ignored. However, the primary enemy for islamic fundamentalists is not the US and the West but
their own governments and (uling elites, which have falled to prevent the carruption of their
redigion and 1o protect Muslim soclety from the unholy influence of the secular wortd, The US and
the Allies are baing targeted because thay ars perceived lo be in support of these oppressive
governments and poficies.

24. There is a link between political repression and the rise of terrorist movemenis. However,
we need to be careiful with advocating regime change. We cannot and we must not impose our
political system on others. Rather, our priordty should be to help these countries allow political
participalion of all their citizens, rule of law and for econgmic opportunity.

25. Secular govemments across the Broader Middle East face a surge in conservative
religiosity that supports an extreme form of political Islam. Many countries in this region have
suffered terrorist attacks from iocal groups that have emerged from the repressad extremists,
Their governments have oullawed extreme Islamist parties that would be likely 1o win large
parliamentary blocs - if not majonties — were they allowed to participate in free and {air pational
elections. But the circumscribed demggracy that exists throughout the region also prevents more
liberal elements of civil society from participating in politics as well, Islamist movements appear to
be gaining ground and they can easily exploit the disenchantrment with repressive, comum
ragimes particulady among the young gereration that forms 2 high parcentage of the population
in many Arab countries and many of whom are unemployed. Economic development aione,
however, does not suffice to address the problem. In fact, a recent study by the Gellup Centre for
Mushim Studies in ten Muslitn countrias showed that weelthier and better-educated Muslims are
mare likely to be radicalised. Islamist movements easily exploit the Internet and Arabic salefiite
TV stations to spread their militant political messages.

VI. THE NEED FOR BROAD INTERNATIONAL CO-OPERATION

26. The fight against terrorism is being fought on many fronts: military, intelligence, diplometic
and financial. NATO's role in this fight is important, but limited, International co-ordination: and
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co-operalion arg and remain crugial to counter the threat, both al the international level, as well
as on the bi-lateral level.

A. THE ROLE QF THE UNITED NATIONS

27. The UN has much to contribute 1o the development and implementation of an efiective
strateqy to combat internationally aclive terrorist groups. The UNM's most important contribution is
ihat it establishas a legal framework Tor counter-terrerism and that it provides legitimacy in
cambating terrorist groups. The UN Secuwrity Council {(UNSC) has passed numerous binding
counter-terrorism related resolutions, To monitor member siates' implementation of these
obligations and to strengthen their counter-terrorism infrastructures it also established a number
of subsidiary bodies. Moreover, the UN General Assembly has adopted a Global
Counter-Terrorism Strategy thus marking an important consensus in the UN on terrorism.

28. Shortly after 8/11 the UNSC adopted Resolution 1373, which required ail 191 UN member
countries to freeze the financial assets of terrorists and their supporters, deny thern trave! or safe
haven, prevent terrorist recrultment and weapons supply, and cooperate with other countries in
Informaticn sharing and criminal prosecution, To monitor state campliance with these obfigations
and to strengthen their counter-lerrorism capacities, Resclutivn 1373 created the Counter-
Terrorism Committee (CTC). _

29, UN activities have raised awareness among member states of the impedance of
international co-aperafion on counter-terrorism, but political and institutional imilations, including
the consensus decision-making process that makes it difficult to take action in a timely fashion,
as well as a lack of financial and human resources, impede the UN's efforts. Moreover, the
IUNSC’s countar-terrorisen activily has been mostly reactive, with the wmajorty of Council
resolutions dealing with tetrorism having come in the afiermath of ap aitack or another major
event. As a result, the Security Council's efforts against terrorism are both incoherent and
uncoordinated. The CTC relies exclusively on reports from member states and has no possibility
to verify if countrles are actually implementing counter-terrorism mandates.

B. THE ROLE OF THE EUROPEAN UNION

30. The 9M1 terrorist attacks, as well as the later attacks in Madrid and London, were also calls
to action for the European Union. While the EU gives primary responsibility for protecting
citizens to the member states, the Union feels it can add value to the fight against terrarism by
confroming networks of terror with networks against terror, Therefore, in the months foliowing
9/11, Eutopean leaders agreed to a serdes of broad political measures inlended to improve oo~
operation in the fight against terrorism. The EU's inftial "Plan of Action to Combat Terrorism”,
agreed within the context of the Common Foreign and Security Policy in late September 2001,
aimed o enhance police and judictat co-operation, while fighting terrorist finanting and improving
air sacurity. This was followed by an agreement to craate a2 Eusopean Arrest Warrant, thus
speeding extradition of terrorist suspects and other criminals within the EU, and a common
definition of ferrorism. in March 2004, in {he wake of the Madrid bombings, the EU member
states agreed to s new *Declaralion on Combating Terordsm™ which, among other things,
created an agreement on solidarity amang the member statss in the event of another terrorist
attack. The EU also croated the position of Counter-Terrarism Coordinator, who would report
directly to the High Representative of CFSP, The EU has'a number of instruments outside ESDP
{hat are imporiant in this area, such as an agreement on data sharing via Eurcpol's anti-terrorist
gell, and Eurojust, designed lo co-ordinate investigations and prosecutions between national
prosecuting authorities.
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31.  In the wake of the attacks in London in July 2005 the British Goundil Presidency sped the
creation of a unified “EU Counter-terrorism Strategy.” Along with its accompanying action plan,
wilh its 180 speciilc measures, this Stralegy is a comprehensive document combining steps to
fight terrorism across el three EU pillars. The Strategy’s headline commitmant is “lo sambat
terrorism globally while respecting human rights, and make Europe safer, allowing its cifizens 1o
live in an area of freadom, securlly, and justice.” It is important to note that security and the
preservation of fundamental rights are given egqual weight in this stalement. The Stralegy is
divided into four work streams ~ prevent, protect, pursue, and respond — each of which has its
own key prioiities. The work streamns aim to improve upon national efforis by strengthening
national capabilities, facilitating European co-operation, developing colleclive capabliity, and
promating international pardnership. The Council meets to review the progress on implementing
the Strategy every six months, and prior 1o this meeting a High Leval Political Dialogue on

Counter-Terrorism takes place, with rapresentatives from the Councll, the Commission, and the -

European Parliament. The EU has also assisted the US In the areas of police and judicial
co-operation, in particutar regarding regulation on extradition and police surveillance. ’

32.  While the EU has now created a unified courter-terrorism strategy, implementation of this
strateqy is left to the member states. In pragtice this means that member states differ radigally in
their counter-terrorism legislation. In general, smaller and less affluent states have had difficulties
advancing their legislation as speedily as the farger member states, many of whom had
countor-terrorism legislation even prior to 9/11. More co-operation among member states in
implementation of counter-terrorism policies would certainly add to the security of the Union as a
whole, Other areas for iImprovement within the EU framework are better sharing of information
and best practices, and better coordination of counter-terrorism related external developrment
assistance.

Vil. THE DIFFICOLTY OF MAINTAINING A “COMMON FRONT" AGAINST
TERRORISM

33, Althcugh 9/11 and other attacks such as those in Turkey in 2003, in Spain in 2004 and in+-----

the United Kingdom in 2005 created a general consensus that the {ransatlantic panners face a
similar threat, there are significant differences, across the Atlantic on the means to employ to
caunter the-ihreal. In the US, the terrorist attacks led to the largest expansion and restructuring
of the security agaencies in US history. This has not been the case in European member
countries, as a number of them have been exposed {o terrorism long before and had already
adapted their law anforcernent structures and legal means. However, the EU has introduced a
broad array of structures and initiatives fo allow for a more inlegrated and co-ordinated
management of its policies lo address the problem.

34 Many govemments have introduced new anti-terrorism [egislation and the issue remainss
high on the agendas in member countries. Surveiltance of private individuals and the collection of
data about them has been greatly expanded. But there has also been concern that the character
of our open socielies may change to the worse. Cne of the challengss the Allies face is ihat they
have partly different answers on how to balance civil fiberies against the need to increase
security. The issue is primarily related to domestic legislation and it is up o every individual
counity to define the proper balance between civil fberties and increased state control,
However, there are also important foreign and securily aspects to it

35,  NATO allies share the same values, including the emphasis on the "rule of Jaw™ and a-
strong case can he made ihat protecting human righis and strengthening democracy are
essential over the lorg temm to the fight against terrorism. Helding on to our values and obtaining
the strongest intemational legitimacy will make it easier to ¢ombat terrorsts. In contrasi,
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allegations of war crimes and toriure undermma our values and make it more difficult {o reach
out to Muslim countries.

36. __Tackling ferrorist groups also requires co-operation with countries that 8o not necessarilys------

share our values. Terrorist movements often arise in societies where civil and human righis are
denied and opportunities for political expression are lacking. The difficulty is that we also need fo
co-operate with repressive governments and some of our pariner countrles in the fight against
terrarism use our co-operation for their own domestic purposes. While we sannct and should not
impose our values on others, we need to recognise that democracy can be a tool against
terrorism and we must resist any ternptation to weaken our dernocratic values, On the contrary,
we must encourage other states to adhere to liberal democratic values as well.

37, There is no trade-off to be made beiween human rights and terrorism and upholdings
human righls is not at odds with battling terrarism. . On the contrary, the moral vision of human
rights — the respect for the dignity of each person — is among our most powerful weapons
against it. We must not torture, arrest withaut justification, and hold individuals outside the law.

These are means employed by terrorist groups like al Qaada. To compromise on the protection
of human rights would hand terrorists a victary they cannot achieve on their own. Therefore, the
promotion and protection of human rights should be key part of our strategy to combat terrorism.

38.__We naeed fo use the "soft power" of values and ideas as well as military strength to defeat-
extremism. We must aveid 'politics of fear' — which is the primary weapons that terrorist employ
- and we must also resist the promotion of a vision of Islam as the Evil Power. By far the most
Muslims consider terrorist acts to be egregious viclations of lslam's laws.

39, Woe must consider the potential costs of avoiding democtatisation are far gregter in termss------

of forsaking our values and weakening our long-lterm security. When we cg-operate with
problem countries, we need to balance shori-term gains against long-term costs.

40. Ancther problem {hat our open societies face is how we deal with terrorists and insurgents,+

as the distinction between milltary and civilian combatants has becoms increasingly blurred. In
addition to ignoring or violating many fundamental individual rights and Iberties, the Bush
Administration has been accused of acting in violation of international Jaw, human rights, and the
US Constitutionin its execution of the campaign, particularfy with regard to the internment of
so-called “unlawiul combatants® in its military prison at Guantanamo Bay, Cuba. Critics
emphasise that It has detained many hundreds of prisoners, some of them American citizens,
indefinitely, in secret, and without charge or access to a lawyer, Concerns have also been raised
shoul the creation of special military tribunals where tradifional safeguards to proteci the
innocent from conviction will not be available. Qesignated by the US asuthorilies as “unfawful
enamy combatants”, who are thus denied the priviteges of prisoner of war (POW) designation in
accordance with the Geneva Conventions, many have been held for more than five years without
knowing if or whan they will be released or brought to any form of judicial process.

41. _The Bush Administration has alsc been criticlsed over, the rendition-flights programme of+-

kidnapped suspects. At least 1,245 such flights in EU states occurred since 2001 with the tacit
appraval and co-operation of some European governtnents, according to a report by the
Europeah Parliament. .

42, The existence of the C'A’s secret prisan system and allegations by some former prisonerss--
that they wera tortured in these secret faclities have made European public opinion further
critical of the US. In addition, critical media reports have prompted a closer look in Europe at the
co-operation with US intelligence agencies. Eurcpeans are increasingly concerned about the
U$&'s use of airline and banking data of Furopean citizens in terrorist profiling. A German court
has ordered the amest of 13 Americans, presumed to ba CIA agents, in the “extraordinary
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rendition” of a German cifizen who was later found not te have any cannections to terrorism,
Critics have chided the US and some European governments to "outsource torkure.” -

Vil WHERE DD WE STAND?

43,  Five years after President Bush has declared the "war on terrar” it Is difficult to assesss-—--

where we siand. There are no clear benchmarks against which we could measure success or
possible fallura. Moreover, the inherent secrecy of terrorist and government actions makes it
almost impossible to provide a clear picture. Fallure or success in combating terrorist groups
hecomes public only after an attack or after a foiled attempt.

44, Your rapporteur would fike to caution that calling the fight against intemational terroriste- -

groups a “war on ferror” is a mistake. The term is vague and simplistic and suggests that we
could win this struggle by applying primarlly military means. Groups like akQaeda are not
governments that can be subdued by war but a diverse network of non-stata aclors spread
across more than sixty countries.

45,

is no fonger ruled by the Taliban. International awareness of and co-operation against terorism
has greatly increased. As to the bi-ateral and multi-lateral co-operafion, a number of new
initiatives, been have developed, such as the Container Security Initiative (CSIi). With regard to
NATO, it has engaged in a major transformation which is directed to maka it much more
responsive to fight terrorism. NATO has developed and expanded its capabilities that are

important in tackling the threat posed by infemationally active terrorist groups.

it appears that the general picture is mixed. One main success cerainly is that Afganistane----

46 According fo reports, a number of major terrorist eftacks have been thwarted and+----

numerous high-profile terrorists have baen arrested or kiled. Failed plots like the troliey bomb
case near Cologne in Germany in July 2005 and the London airplane in August, which had a
large impact on civilian air travel, demonstrate that the threat has not subsided, but that national
end intarnational authorities are making progress in tracking these threats,

47, But 'despite being forced to deceniralize its network, al-Qaeda retaing the ability to=---

organise complex, mass-casualty attacks and inspire others', as the diractar of the US Defense
Inteligence Agency (DIA), General Michae) Maples, submilted in a written statement to the US
Senate Armed Senvices Committee. Moreover, according 1o the 2006 US National Intelligence
Estimate, al-Qaeda may have been weakened singe the 11 September 2001 attacks, but new
radical islamic groups and cells, which are inspired by Osama Bin Laden but not under his direct
control, have been formed. The terror threat to EL member siates is “more serious than ever,”
aceording to the annual report of Europol, the E4's police office. Al-Qaeda propaganda is now of
"greater sophisticalion and quality” and more “profassional® than ever befors and the
radicalisation of lerrorist suspects has become more rapid,

48, _As 1o Iraq, the securily is highly fragile and the country is close to a civll war which coulds -

$pil over to neighbouring countries. The presence of the US-led coalition is proving a racruiting
tool for young radical Muslims worldwide, but a precipitous withdrawal of the traops would
probably make the situation worse, thereby aggravating the {errorism problerm.

49. By concentrating on lrag, we diverted already scarce resources from improving the-
situation in Afghanistan. As a resull, we-have made less progress there than was possible, and
there is stifl unrest and instability in Afghanistan while the Taliban are resurging. Moreover, the
focus on Irag distracted us from addressing ather important issues, in-particular tran, which has

- been accused of assisting terrorist organisations. American intelligence officials allege that

Iranian paramilitary groups are providing weapons and sophisticated bombs to lragi Shiite groups
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thereby helping the insurgency there. Tehran was &lso able to continue pursuing . its
controversial nuclear programme. f lran decided to develop nuciear weapons, it could lead to
the further proliferation of WMD and would further destabilise the Guif's already volatile security.
{The lranian problam contains the basis for another transatlantic clash. The clash could emerge
over whether the idea of lran having nuclear weapons is something that is inevitable and worth
the risk of war.)

50. The greatsst threat to our securily is a “nexus between terrarist networks, lerrorist stategs----- { Pormatted: Bullets and Nunbering |
and WMD" as former US Secretary of Defense Donald Rumsfeld described. Here, too, the

picture is mixed as intemational co-operation has increased and new parinerships developed.

Programmes lke the Global initiative to Gombat Nudear Terterism and the Proliferation Securlty

initiative (PSI) have generated additional capabilities amoeng participating countries 1o combat the

global threat of nuclear terrorism. However, there has been no progress with regard to the

Nuclear Non-Proliferation regime (NPT} which is worrisome as the danger of WMD proliferation

appears to increase and the possible nexus of terrorism, “states of concern® and WMD

profiferation has become a major security concem.

IX. PRELIMINARY RECOCMMENDATIONS

51, Despite the achievements in combating terrerism, the threat posed by International terroriste:----- { Formatted: Bulets and Numbering |
groups has hot abated. NATO pravides the essential transatiantic dimenslon In compating

terrorism, but terrerism cannot ba defeated by mililary means alone, and therefore NATO should

use its political-diplomatic ciout more and more effectively. The Alliance needs to re-invigorate its

ability to echieve polifica! consensys, agree on common concept and act as a coalition. To that

end, NATO needs to expand and refine some of the policies it has developed.

52, One of the areas where NATO could lake on additional responsibility is homeland defenca,s------{ rormatted: Bunets snd Numbering |
and its rola in this area could be to co-ordinate national policies acress the Atlantic. Certainly the

main responsibility for protecting citizens from ferrorist attacks belongs with national authorities

and homeland security will always remaln an essenfal competence of every nation's

government. However, NATO has already had a role in homeland defence and homeland

security since the Cold War, What is more, military forces have always co-operated with civilian

authorities in respending to natural disasters, sealing borders or protecting critical infrastructure.

53. A more prominent role for NATO in homeland defence should be oo-ordinated as closaly ag+ - { Formattwd: Buieis and Numbering |
possible with the EL which is increasingly becoming active in this area. Close co-operation with
the EU is particularly important as its instruments to tackle terrorism cover areas NATO does not

* address, such as cross-border law enforcement, border control ep-operation and foreign policy.

54, NATO's political clout showld also be used more effectively with regard to partner countrigs.«-++--{ Formetted: Bullets and Numbering |
As the Broader Middle East is of critical strategic importance, the Allias should expand the

engagement with neighbouring states by developing existing programmes fike the Meditarranesn

Dialogue and the istanbul Geo-operation Initiative {ICl) using the experence and assets of.

NATD's Partnership for Peaca,

55. A just and lasting solution to the israeli-Palestinian conflict would go a long way to tacklgs-- ( Formatted: Bulets and Numbering |
the problem of Islamist errorism. Although NATQ is not involved in settling this conflict, NATO'
should consider adding its politicat and diplomatic weight o finding a solulion, For example, the
NAC could be used {e devise joint trangatlantic Initiatives that coufd help to co-Ordinate the
policies and iniliatives of member countries as well as those of thie US and the EU. Moreover,
NATO could provide additional training assistance to Mediterranean Dialogue or ICI partner
countries. A greater emphasis should be pleced on cooperation with countries that develop
democratic struclures and respect human rights, Here too, it would be important to co-ordinate
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with the EU as the latter could offer non-military assistance and training that are relevant in
tackling terrorism. .

56.__Finally, the developments in the last five years have underlined the importance of publice
diplomacy, both in terms of maintaining support at home and co-operation abroad. NATO allies
shouid better orchostrate their aclivities among themselves, To that end NATO's capacities

~ shouid be strangthened and more funding as well as expertise made available,
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Critique of NATO Parliamentary Assembly Committee Report Entitled:

5 Years into the War on Terror — Impact and Implications for the Transatlantic
Alliance

Subcommittee on Transatlantic Relations

. September 2007
Summary:

This report assesses the nature of the terrorist threat facing NATO Allies, the contours of
counterterrorism cooperation within NATO and other international organizations, and
developments in Iraq and the broader Middle East. The report states that the results of the
War on Terror have been “mixed” — terrorist networks have become much more diffuse and
difficult to detect and disrupt, exploiting cyberspace and grievances in the Middle East to
radicalize and recruit home-grown extremists in order to execute terrorist attacks. According
to the report, NATQ’s counterterrorism (CT) role is important but limited to date. The report
recommends that NATO develop a more concerted homeland defence approach, through the
coordination of transatlantic national policies, and calls for increased NATO-EU coaperation
and coordination on combating terrorism and focus on public diplomacy.

General Comments:

The report provides a concise and coherent summary of NATO’s CT efforts since 9/11.
However, the report is controversial in its significant criticism of U.S. forgign policy in Iraq
and the Broader Middle East (particularly in the decision to invade Iraq). While the report
recognizes a link between political oppression and the rise of terrorist movements, it notes
that “we cannot and must not impose our political system on others.” On the other hand, the
author highlights the importance of democracy and respect for human right and advocates
using “soft power” (i.e., values and ideas) to promote political participation, rule of law and
ceonomic development, which is largely consistent with U.S. foreign and assistance policy
goals. The-author also recommends that NATO lend its political clout to help resolve the
Isracli-Palestinian conflict to address the problem of growing Islamist terrorism.

Areas of U8, Concern:

The author states that “the U.S. focus on the Traq war jeopardized the military victory in
Afghanistan and fueled the growth of Islamist extremism (para 23},” fuclled extremists and
has resulted in rising anti-American sentiment among Muslims worldwide. The report is
also highly critical of the Administration’s human rights record, citing problems with
unlawful enemy combatant detainees in Guantanamo and concemns regarding rendition-
flights and “secret prisons”, which have damaged European public opinion (paras 40-42).
The report is largely written from a Euro-centric viewpoint and implies that the EU has the
principle CT foreign policy role, but fails to recognize that several non-EU member Allies

(the U.S., Canada, Norway, Iceland and Turkey} will continue to Jook at the NATO Alliance

as a principle diplomatic and multilateral instrument to fight terrorism.
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State Department Views: : .
i

o The importance of NATO in the GWOT is understated in this paper. NATO provides an
essential foreign policy platform to address CT issues across a broad spectrum of
political-military issues, including civil emergency preparedness and resilience to terrorist
attacks. NATO exercises unite Allies and Partners in contingency response mechanisms
and build capabilities to address the report’s principal state threat: attacks involving
chemical, biological, radiclogical or nuclear {(CBRN) weapons,

*  An additional NATO‘ focus on homeland defense and public diplomacy is promising, but
hinges on the actual substance behind these ideas which were not addressed in the report.
Welcome further work and deliberations on this important topic.

¢ We need to urge caution when considering adding NATO’s political and diplomatic
weight to finding a solution to the Israeli-Palestinian conflict,
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August 5, 2008 . .
LUNCH AGENDA ITEM : LETTER TO ALDE RELEASED IN IFULL

ISSUE: The Alliance of Liberals and Democrats for Europe who are members of the

European Parliament Temporary Commitieg on the alleged usc of European countries by the :
CIA for the transport and illegal detention of prisoners (TDIP) have written to the SYG

requesting access to the full text of the NATO Council Decision Sheet on the implementation l
of Article 5 on October 4, 2001, following the 9/11 attacks. ALDE says that the statement to

the press “could ... pave the way for allegations and speculations in connection with alleged

CIA flights on ... European soit.” ALDE has also invited the SYG to testify to the

committee. ‘

The SYG has proposed points for a letter in response to ALDE that there is full solidarity on
the support for the invocation of Article 5, the press statement accurately reflects the contents
of the decision sheet, the decisions ate still in force, the decisions reflect an agreement among
Allies and NATO does not coordinate the implementation of the decision, and, finally, the
SsY (G does not intend to testify before the TDIP.

* TALKING POINTS: Support the SYG in the points he has raised in response to the letter,
in particular noting the fact that the decision sheet is not a public document and the press
statement accurately and adequately reflects the elements of the decision. We have sent the
request back to Washington for comment but have no further guidance at this time,

ATTACHMENTS:

SG (2006) 0341

Letter from ALDE to the SYG
$YG's Elements of a Possible Reply

Drafted: JMellott, POL
Cleared: SSchdowitz, POL '
UAFOLAWRequest H200T26440¢ MO Flles\PR Lunch 05162006 ALDE.doc
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Macedonininlrsa ~ RELEASED IN FULL

Background: ‘
Macedonia supports both OIF and OEF with troops, and they have continued
to increase their participation in Iraq since June 2003. Macedonia currently
"has 48 troops in Iraq, including a'33-man special operations platoon.
Several Macedonian soldiers have been awarded US medals for their
conduct in Iraq. The platoon is embedded with a U.S. engineer battalion
stationed in Taji, in MND-Baghdad; the Macedonians will be eager to
remain embedded with U.S. forces in the future. The current mandate for
these troops, renewed every six months, expires again in June. We expect-
this seventh rotation to be renewed without difficulty. Likewise, we do not
expect the deployment to Iraq to play a significant role in the Macedonian
parliamentary elections likely in tate June or July. Macedonia was the first
to volunteer trainers (12) for CENTCOM’s proposed military assistance
training concept in Iraq. Macedonia has also offered to train Iraqi officials
and to help draft the Iraqi constitution. While there have been no
Macedonian troop casualties, in autumn 2004, three Macedonian civilians
_were kidnapped in Baghdad and killed. Macedonia does not have
diplomatic relations with Irag. Outside Irag, Macedonia supports ISAF with
33 troops, including an Infantry Platoon, medical personnel and staff
officers. Given its limited resources, Macedonia has not made any financial
pledges. Public opinion has remained largely supportive of Macedonia’s
GWOT deployments. Macedonia holds US$300 million in Iraqi debt.

Talking Points:

e Thank you for your consistent commitment to stability in Iraq and .
Afghanistan. GOM military contribution has been invaluable to !
. security in MND-Baghdad since June 2003, Exemplary performance
by Macedonian forces.

» Want to present to you our vision of international support to Iraq in
2006 and into 2007, and we want Macedonia to be part of that vision.
(S/1 presentation)

e Irag at crucial turning point: first full-term government being formed.
Crucial that we maintain international support to help Iraq succeed.
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« Encourage you to stay the course with your troop deployment tlﬁough
2006 and into 2007.

Watch Cut For:
The case of Khalid el-Masri, a German citizen of Lebanese descent who

claims he was flown by the CIA from Macedonia to Afghanistan for
interrogation, has generated intense press commentary in Macedonia, most
of it negative, over the past several months. Opposition parties and opinion-
shapers have accused the government of jeopardizing Macedonia’s EU
accession chances by refusing to comprehensively answer Council of Europe
and European Parliament requests for a full accounting in the case. Relevant
government authorities have responded carefully to COE and EU requests
for information, consistently explaining that they have little information to
provide on ¢l-Masri and his allegations. There has been some mention in the
press of alleged secret CIA prisons on Macedonian soil, but those stories
have not had the same staying power as the el-Masri case.
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Press: Questions and Answers

Q: Could you discuss why you came to Are and the significance of this
meeting? What exactly is the Euro-Atlantic Partnership Council? Why -

is it meeting in Sweden this year? What did the meeting accomplish?

A: THE EAPC IS ALL ABOUT PARTNERSHIP, AND HOW
WE CAN ALL WORK TOGETHER TO PROMOTE
* FREEDOM, DEMOCRACY, AND SECURITY. |

« THIS MEETING WAS UNIQUE, AS IT INCLUDED
GOVERNMENT OFFICIALS, CIVIL SOCEITY
REPRESENTATIVES, AND MEMBERS OF THE MEDIA.

+ TOGETHER WE DISCUSSED HOW WE CAN IMPROVE
NATO’S COOPERATION WITH ITS PARTNERS ON A
WIDE RANGE OF ISSUES, FROM THE BALKANS TO
THE MIDDLE EAST. - |

« THIS IS THE INAUGURAL EAPC SECURITY FORUM
AND HIGHLIGHTS THE IMPORTANCE NATO PLACES
ON ITS PARTNER RELATIONSHIPS,

 BY MEETING IN SWEDEN, WE ARE EMPHASIZING THE
LEADERSHIP ROLE THAT SWEDEN PLAYS AMONG
OUR PARTNERS — WITH FORCES IN KOSOVO AND
AFGHANISTAN.

Q: There has been a continuing controversy over the rendition of two

Eg¥ptian citizens from Sweden to Egypt in Decerber 2001 and the U.S.
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States was and why your government was involved?

A:  WE CANNOT COMMENT ON INTELLIGENCE

MATTERS,

Q: There has been a long debate in Sweden about NATO membership?'

What is your view? Would the United States like to see Sweden become

a NATO member?

A:

SWEDEN, OF COURSE, WOULD BE A VALUED ALLY IF
IT CHOSE TO JOIN NATO BECAUSE OF ITS ACTIVE
INTERNATIONAL ENGAGEMENT AND COMMITMENT
TO THE SHARED VALUES OF THE ALLIANCE.

BUT ULTIMATELY THE QUESTION OF APPLYING TO
BECOME PART OF THE ALLIANCE IS UP TO SWEDEN.

Q: Some in Sweden have questioned NATO’s commitment to

democracy. Why are dictatorships such as Belarus and Uzbekistan, for

instance, welcomed as members of the NATO Partnership for Peace?

A

THE PARTNERSHIP FOR PEACE ESTABLISHES A REAL

DIALOGUE BETWEEN NATO AND EACH PARTICIPANT.

JOINT ACTIVITIES AND REGULAR CONSULTATION
HELP TO SHARE NATO’S VALUES SUCH AS CIVILIAN
CONTROL OF THE MILITARY AND TRANSPARENT
DEFENSE PLANNING. FURTHERING THESE

UNCLASSIFIED
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DEMOCRATIC VALUES IS AT THE HEART OF THE
PARTNERSHIP FOR PEACE.

Q: What is your view of discussion about Europe becoming a

counterweight to America?

A:

A STRONG EUROPE WILL ENHANCE EXISTING U.S.-
EUROPEAN COOPERATION. . |
OCCASIONAL DISAGREEMENTS DO NOT DIMINISH

THE CORE IMPORTANCE OF OUR TRANSATLANTIC

 RELATIONSHIP WITH EUROPE AND OF NATO AS OUR

PRINCIPAL FORUM FOR TRANSATLANTIC
STRATEGIC DISCUSSIONS. .

Q: How do you respond to charges that the United States in connection

with Iraq and the war on terrorism has been unilateral and has rejected

multi-lateralism?

A:

PRESIDENT BUSH AND SECRETARY RICE HAVE
EMPHASIZED REPEATEDLY OUR COMMITMENT TO
EFFECTIVE MULTILATERALISM.

THE U.S. COMMITMENT TO WORKING WITHIN NATO
HAS NEVER BEEN CLEARER.

THE U.S. REMAINS DEDICATED TO WORKING WITH
OUR ALLIES AND PARTNERS ALIKE TO KEEP NATO
AT THE CENTER OF THE EFFORT TO BUILD A
DEMOCRATIC, FREE, AND SECURE WORLD IN THE
YEARS AHEAD.
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Press Guidance on Amnesty International report on
AFGHANISTAN: Detainces transferred to Torture: ISAF complicity?

¢ ISAF developed its detainee transfer policy, in cooperation with the ICRC, with
emphasis on the importance of humane treatment.

* Humane treatment safeguards include bilateral arrangements between ISAF
" partners and the Islamic Republic of Afghanistan, rule of law assistance, and
third-party monitoring of transferred detainees.

.»  We take allegations of mistreatment seriously. However, we join our ISAF
partners in the view that Amnesty’s call for  moratorium on detainee transfers to
the Government of Afghanistan is neither warranted nor appropriate.

+ We continue to work with the Islamic Republic of Afghanistan to improve its
prison system and to develop the rule of law,

» We refer you to the NATO ISAF spokesperson for further comment.

- If asked: Do you agree with Atnnesty’s contention that bilateral MOUs are inadequate
for addressing humane treatment concerns? .

« Like our ISAF partners, the USG considers that bilateral MOUs and similar
arrangements are an important and appropriate tool for addressing humane
freatment issues,

If asked: Are you aware of any cases of abuse or mistreatment of detainees transferred
by the United States to the Government of Afghanistan? :

o [ believe that the ISAF spokesperson has addressed the question with regard to
ISAF transfers. Without getting into specifics, I can assure you that humane
treatment is a priority for us.

Background: International Security Assistance Force Operations Plan requires that all
detainees be turned over to the Afghan authorities within 96 hours of capture. United ,
States forces operating under ISAF command abide by this rule. Earlier this week

. . . . !
Armnesty International issued a report alleging that transferred detainees had been abused
or disappeared. It contains specific allegations of torture with respect to three Canadian
detainees. It calls for a moratorium on any further detainee transfers to the Afghans and
argues that bilateral assurances on humane treatment are not a meaningful safeguard
against abuse. ISAF partners reviewed the recommendations in draft form and decided .
that a moratorivm was neither warranted nor realistic.
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SECRETARY STRAW ON ALLEGED US DETENTION AND
TRANSPORTATION OF TERRORIST SUSPECTS IN OR THROUGH EU
MEMBER STATES

Ref: None

Classified by Secretary of State Condoleezza Rice, reasons
1.4 (b) and (d) ,

B1

‘ 2. (U) Begin text of letter to Foreign Secretary Straw:
Dear Foreign Secretary:

Thank you for your letter of November 29, 2005, concerning
"media reqorts suggesting violations of international law
in the alleged U.5. detention or transportation of
terrorist susgects in or through EU member states.” On
becember 5, 2005, I made a statement onh this issue, a copy
of which I enclose. I trust this statement responds to
the concerns that EV governments have raised.

sincerely, -
Condoleezza Rice

Enclosure: As stated.

End Text.
3. (1) Begin text of oecember 5 Statement by Secretary
: . Paga 1
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Rice:

Good morning. we have received inquiries from the European
Union, the Council of Europe, and from several individual
- countries about media reports concerning U.5. conduct in
the war on terror. I am going to respong now to those

- inquiries, as I depart today for Europe. And this will
also essentially form the text of the letter that I will
send to Secretary Straw, who wrote on behalf of the
Eurgpean Union as the European Union President.

The United States and many other countries are waging a
war against terrorism. For our country this war often
takes the form of conventional military operations in
places like Afghanistan and Irag. Sometimes this is a
political struggle, a war of ideas. It is a struggle waﬂed
also by our law enforcement agencies. ¢ften we engage the
enemy through the cooperation of our intelligence services
with their foreign counterparts. .

we must track down terrorists who seek refuge in areas
where governments cannot take effective action, including
where the terrorists cannot in practice he reached by the
ordinary processes of law. In such places terrorists have
planned the killings of thousands of innocents - in New
york City or Nairobi, in Bali or_London, in Madrid or
geslan, 1in Casablanca or_Istanbul. Just two weeks ago I
also visited a hotel ballroom in Amman, viewing the
silent, shattered aftermath of one of those attacks.

The ynited States, and those countries that share the
commitment to defend their citizens, will use every lawful
weapon to defeat these terrorists. Protecting citizens is
the first and oldest duty of any government. Sametimes
these efforts are misunderstood. I want to help all of you
understand_the hard choices involved, and some of the
responsibilities that go with them,

one of the difficult issues in this new kind of conflict
is_what to do with captured individuals _who we know or
believe to be terrorists. The individuals come from man
countries and are often captured far from their origina¥
homes. Among them are those who are effectively stateless,
owing allegiance only to the extremist cause of
transnational terrorism, Many are extremely dangerous., and
some have information that may save lives, perhaps even
thousands of Tives.

The captured terrorists of the 21st century do not fit
“easily into traditional systems of criminal or military
justice, which were designed for different needs. We have
to adapt. Other governments are now also facing this
challenge.

we consider the captured wembers of al-gaida and its
affiliates to be unlawful combatants who may be held, in
accordance with the law of war, to keep them from k111ing
innocents. wWe must treat them in accordance with our laws,
which reflect the values of the american people. We must
gquestion them to gather potentially significant, 1ife-
saving, inte]]i?ence. we must bring terrorists to justice
wharever possible. .

-page 2
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For decades, the United States and other countries have
used "renditions" to transport terrorist suspects from the
country where they were caﬁtured to their home country or
to other countries where they can be questioned, held, or
brought to justice. -

In some sitwations a terrorist suspect can be extradited
aceording to traditienal judicial procedures. But there
have long been many other cases where, for some reason,
the Tocal government cannot detain or prosecute a suspect,
and traditional extradition is not a good option. In those
cases the local government can make the sovereign choice
to cooperate in a renditien. Such reanditions are
permissible under nternaticnal Tlaw and are consistent
with the responsibilities of those governments to protect
their citizens.

Rendition is a vital tool in_cumbatinﬁ transnational
terrorism, Its use is not unique to the united States, or
to the current administration. Last year, then Director of
Central Intelligence George Tenet recailed that our
earlier counterterrorism successes included "the randition
of many dozens of terrorists prior to September 11, 2001."-

-- Ramzi voussef masterminded the 1993 bombing of the
world Trade Center and plotted to blow yp_airlines over
the Pacific ocean, killing a lapanese airline passenger in
a test of one of his bombs. once tracked down, a rendition
brought him to the united States, where he now serves a
Tife sentence.

-- one_of history's most infamous terrorists, best known
as "carlos the Jackal,” had participated in murders €in
Europe and the Middle East. He was finally captured in
Sudan in 1994, A rendition by the French government
brought him to justice in France, where he is now
imprisoned. Indeed, the European Commission of Human
Rights rejected Carlos' claim that his rendition from
Sudan was unlawful. :

rRenditions take terrorists out of action, and save lives.

In conducting such renditions, it is the policy of the
United states, and I presume of any other democracies who
use this procedure, to comply with its laws and comply
with its treaty obligations, including those under the
convention Against Torture. Torture is a term that is
defined by law. we rely on our law to govern our :
operations. The United States does not permit, tolerate,
or condone torture under any circumstances. Moraover, in
accordance with the policy of this administration:

-~ The United States has respected -- and will continue
to respect -- the sovereignty of other countries.

-- The United States does not transport, and has not
transported, detainees from one country to another for the
purpose of interrogation using torture.

-- The United States does not use the airspace or the
airports of any country for the purEQSE_of transporting a
« detainee to a country where he or sne will be tortured.

_Page 3
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-- The uUnited States has not transported anyone, and will
net transport anyone, ‘to a countrﬁ when we believe he will
be tortured. where appropriate, the united States seeks
assurances that transferred persons will not be tortured,

International law allows a state to detain enemy
combatants for the duration of hostilities. Detainees may
only be held for-an extended period if the intelligence or
other evidence against them has been carefully evaluated
and supports a determination that detention is lawful., The
United States does not seek to hold anKong for_a period
begond what is necessary to evaluate the intelligence or
other evidence against them, prevent further acts of
terrorism, or hoid them for legal proceedings.

Wwith_respect to detainees, the United States Government
complies with its constitution, its laws, and its treaty
obligations. Acts of physical or mental torture are
expressly prohibited. The united States Government does
not awthorize or condone torture of detainees. Torture,
and conspiracy to commit torture, are crimes under U.s.
law, wherever they may occur in the world.

violations of these and other detention standards have
been investigated and punished. There have been cases of
unlawful treatment of detainees, such as the abuse of a
detainee by an intelligence agency contractor in
Afghanistan or the horrible mistreatment of some prisoners
at Aabu Ghraib that sickened us all and which arose under
the different legal framework that applies to armed
conflict_in Irag. In such cases the United States has
vigorously investigated, and where appropriate, prosecuted
and punished those responsible. Some individuals have
already been sentenced to.1engthy terms in prison; others
have been demoted or reprimanded.

As CIA Director Gass recently stated, our intelligence
agencies_have handled the gathering of intelligence from a
ver{ small number of extremely dangerous detainees, .
including the individuals who planned the 9/11 attacks in
the United States, the attack on the v.5.5. Cole, and many
other murders and attempted murders. It is the policy of
the uUnited States that this questioning is to be conducted
within 0.5, law and treaty obligations, without using
torture. It is also U.S. policy that authorized
1nterrogat1on will be consistent with uU.s. obligations
under the Convention Against Torture, which prohibit
cruel, iphuman, or degrading treatment. The intelligence
so gathered has stopped terrorist_attacks and saved
innocent 1ives -- in Europe as well as in the United
states and other countries. The United States has fully
respected the sovereignty of other countries that
cooperate in these matters.

Because this war on terrorism challenges traditional norms
and precedents of previous conflicts, our citizens have
been discussing and debating the proper legal standards
that should apply. President Bush is working with the v.s.
cangregs to come up with goed solutions. I want to
emphasize a few key points.

-- The united States is a country of Taws. My colleagues
and I have sworn to support and defend the Cohstitution of
Page 4
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the United States. we believe in the rule of law.

-~ The United $tates Government must protect its
citizens. we and our friends around the world have the
responsibility to work together in finding practical ways
to defend ourselves against ruthless enemies. and these
terrorists are some of the most ruthless enemies we face.

-~ we cannot discuss information that would compromise
the success of intelligence, law enforcement, and military
operations. We expect that other nations share this view.

some governments choose to cooperate with the United
states in intelligence, law enforcement, or m111tar§
matters. That cooperation is a two-way street. We share
intelligence that has helped protect European countries
from attack, helping save European lives.

It is up to those governments and their citizens to decide
if they wish to work with us to prevent terrorist attacks
against their own country or other countries, and decide
how much sensitive information they can make public. They
have a sovereign right to make that choice.

bebate in and among dempcracies is natural and healthy. I
hope that that_debate also includes a healthy regard for
t?e_respons1b111t1es of governments to protect their
citizens. .

Four years after September 11, most of our populations are
asking us if we are doing all that we can to protect them.
T know what it is Tike to face an inquiry into whether
everything was done that could have been done. S0 now,
before the next attack, we should all consider the hard
choices that democratic governments must face. and we can
all best meet this danger if we work together.

Thank you.
(END STATEMENT)
RICE
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reports about U.5. conduct. The Secretary thus also-
provided firm assurances about the content and conduct of
u.5. policy. .

5. (seY) For use only in appropriate backgrounding: The
secretary's statement is in part an effort to foster
greater understanding and qromote a genuine dialogue on
these issues.. An emotional and ill-informed discussion
should evolve inte a constructive exchange amon? allies
and friends that_share common _goals. For example, the
statement acknowledges publicly that:

-~ the vs is in fact conducting renditions., As she notes,
under the right circumstances, renditions are permissible
under international Taw, and are in fact a vital tool in
combating international terrorism;

~- US inte1112ence agencies have handled the gathering of
intelligence from a very small numbar of extremely
dangerous detainees, including individuals who planned the
9/11 and other attacks. The Secretary summarizes U.S.
policy on these matters. -

6. (U) The text of the Secretary's statement follows in
paragraph eight. Paragraph seven contains suggested
public diplomacy actions posts should take to actively
change the nature of the public debate about this issue.
Posts are encouraged to direct questioners to the full
statement.

8. (V) The secretary's Statement:

We have received inquiries from the Eurepean Union, the
council of Europe, and from several individual countries
about media feﬁorts concerning U.S. conduct of the war on
terror. I wish to respond now to those inquiries, as I
depart today for Eurape.

"The United States and many other countries are waging a
war against terrorism. For our country this war often
takes the form of conventional military operations in
places 1ike afghanistan and Iraq. Sometimes this is
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political struggle, & war of ideas. It is & struggle
waged also by our law epforcement agencies. oOften we
gnga?e.the enemy through the cooperation of our .
intelligence services with their foreign counterparts.

We must track down terrorists who seek refuge in areas
where governments cannot take effectjve action, including
where the terrorists canrot in practice be reached by the
ordinary ﬁrocesses of law. In such places terrorists have
planned the killings of thousands of innocents - in New
- York Cit{ or Nairebi, in Bali or London, in Madrid or
Beslan, in Casablanca or Istanbul. Just two weeks ago I
visited a hotel ballroom in Amman, viewinE the silent,
shattered aftermath of one of those attacks,

The united states, and those countries that share the
commitment to defend their citizens, will use every lawful
weapon to defeat these terrorists. Protecting citizens is
the first and oldest duty of any government. Sometimes
these afforts are misunderstood. I want to help all of
you understand the hard choices involved, and some of the
responsibilities that go with them.

one of the difficult issues in this new kind of conflict
is what to do with captured individuals who we know or
believe to be tarrorists. The individuals come from many
countries and are often captured far from their original
homes. Among them are those who are effectively
stateless, owing allegiance only to the extremist cause of
transhational terrorism. Many are extremely dangerous.
And some have information that may save lives, perhaps
even thousands of Tives,

The captured terrorists of the 21st centur¥ do not fit
easily into traditional systems of criminal or militar
austice, which were designed for different_needs. we have

ad to adapt. Other governments are now also facing this
challenge.

we consider the captured members of al Qaeda and its
affiliates to be uniawful combatants who may be held, in
accordance with the Jaw of war, to kesp them from kil1ing
innocents. We must treat them in accordance with our
laws, which reflect the values of the American people. we
must question them_to gather potentially significant, =~ -
life-saving, intelligence. We must bring terrorists to
justice wherever possible,

For decades, the uUnited States and other countrigs have

used "renditions” to transport terrorist suspects from the
country where they were cagtured to their home country or
to other countries where they can be questioned, held, or
brought to justice. :

In some situations a terrorist suspect can bhe extradited
according to traditional judicial pracedures. But there
have 1on? been many other cases where, for some reason,
the local government cannot detain or prosecute a suspect,
and traditional extradition is not a good option. 1In
those cases the local government can make tne sovereign
choice to cooperate in a rendition. Such renditions are
permissible under {international law and are consistent
with the responsibilities of those governments to protect
Page 3
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their c¢itizens.

rendition is a vital tool in combating transnational
terrorism. Its use i5 not unique to the United States, or
to the current administration. Last year, then Director
of Central Intelligence George Tenet recalled that our
earlier counterterrorism successes included "the rendition
of many dozens of terrorists prior to September 11, 2001."

Ramzi Youssef masterminded the 1993 bombing of the

world Trade Center and plotted to blow up airlinars
over the pacific Ocean, ki]!ing a Japanese airplane
passenger in a test of one of his bombs. oCnce
tracked down, a rendition brought him to the uUnited
states, where he now serves a life santence.

-= one of history's most infamous terrorists, best known

as “carlos the Jackal,” had participated in murders
in Europe and the Middle East. He was finally
captured in Sudan in 1994. A rendition by the French
government brought him to justice in France, where he
s now imprisoned. 1Indeed, the European Commission
of Human Rights rejected Carlos’™ claim that his
rendition from Sudan was uniawful.

Renditions take terrorists out of action, and save lives.

In conducting such renditions, it is the policy of the
United States, and I presume of any other democracies who
use this procedure, to comply with its laws and comply
with its treaty.obligations, including those under the
convention Against Torture. Torture 1s a term that s
defined by law. wWe rely on law_to govern cur operations.
The United staves does not permit, tolerate, or condone
torture under any circumstances. Moreover, in accordance
with the policy of this administration: .

- The United States has respected ~-- and will continue

to respect -- the sovereignty of other countries. -

-- The united states does not transport, and has not
transported, detainees from one country to another
for the purpose of interrogation using torture.

-- The United States does not use the airspace or
airports of any country for the purpose of
transgorting a detainee te a country where he or she
will be tortured.

-- The united States has not transported anyone, and
will not trans?ort anyone, to a country when we

believe he will be tortured. where appropriate, the
uUnited States seeks assurances that transferred

persons wiil not be tortured.

International law allows a state to detain enemy
combatants for the duration of hostilities. bDetainees may
only be held for an extended period if the intelligence or
other evidence against them has been carefully evaluated
and supports a determination_that detention is Jawful.
The U.S. does not seek to hold anyone for a period beyond
what is necessary to evaluate the intelligence or other
evidence against them, prevent further acts of terrorism,
Page ‘4
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or hold them for legal proceedings.

With_respect to detainees, the United States government .
complies with its Constitution, its laws, and its treaty
obligations. Acts of physical or mental torture are
expressly prohibited. The United States government does
not auwthorize or condone torture of detainees. Torture,
and conspiracy to commit torture, are crimes under U.S.
Jaw, wherever they may occur in the world.

violations of these and other detention standards have
been investigated and punished. There have been cases of
uniawful treatment of detainees, such as the abuse of a
detainee by an intelligence agency contractor in
Afghanistan or the horrible mistreatment of some prisoners
at Abu Ghraib that sickened us all and which arose under
the different legal framework that applies to armed
conflict in Iraq. In such cases the United States has
vigorously investigated, and where appropriate, prosecuted
and punished those responsible. Some individuals have
already been sentenced to 1engthy terms in prison; others
have been demoted or reprimanded.

As CIA Director Goss recently stated, our intelligence
agencies have handled the gathering of intelligence from a
ver¥ small number:of extremely dangerous detainees,
including the individuals who planned the 9/11 attacks in
the United states, the attack on the U.s5.5. Cole, and many
other murders and attempted murders. It is the policy of
the United States that this questioning 15 to be conducted
“within U.5. law and treaty obligations, without using
torture. It is alsc U.S. policy that authorized
interrogation will be consistent with U.S. obligations
under the Convention Against Torture, which prohibit
cruel, inhuman, or degrading treatment. The intelligence
so gathered has stopped terrorist attacks and saved
innocent Tives - in Europe as well as in the united States
and other countries. The united States has fully
respected the sovereignty of other countries that
cooperate in thase matters.

Because this war on terrorism challenges traditional norms
and precedents of previous conflicts, our citizens have
heen discussing and debating the Eroper legal standards
that should apply. President Bush is_working with the
U.5. Congress to come up with good solutisns. I want to
emphasize a few key points.

- The United States s a country of laws. My
colleagues and I have sworn to support and defend the
constitution of the United States. We belfeve in the
rule of law. .

-- The United States government must protect its
citizens. we and ocur friends around the world have
the responsibility to work together in finding
practical ways to defend ourselves against ruthless
enemies. And these terrarists are some of the most
ruthless enemies we face. :

-- we cannot discuss information that would compromise
the success of intelligence, law enforcement, and
military operations. We expect other nations share
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this view.

some governments choose to cooperate with the united
states in intelligence, law enforcement, or military
matters. That cooperation is a two-way street. We share
inte1ligence that has helped protect European countries
from attack, helping save European lives.

It is up to those governments and their citizens to decide
if they wish to work with us to prevent terrorist attacks
against their own country or other countries, and decide
how much sensitive information they can make public. They
have a sovereign right to make that choice.

Debate in and amon?.democracies is natural and healthy. I
hope that debate also includes a healthy regard for the
responsibilities of governments to protect their citizens.

Four years after 3/11, most of our populations are asking
us if we are doing all we can to protect them. I know
what it is 1ike to face an inguiry into whether everything
was done that could have been done. So now, before the
next attack, we should all consider the hard choices that
democratic governments must face. We can all best meet
this danger if we work together. ' '

MINEINMIZE CONSIDERED
RICE
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c1a551f1ed by s/wcx Ambassador Pierre-richard Prosper for
reasons 1.4 (b) and (d) i

Bl

g. (u) This is an action cable, See paras 6 and

.

B1

4. (U) Begin Talking Points:

- The American response to terrorist attacks
launched against the United States has yielded
man¥ detained enemy combatants who were captured
while bearing arms against the United States or
otherwise acting in direct support of hostile
armed forces.

- The Guantanamo Bay detent1on facility was
established because the united States needad a
safe and secure Jecation to both detain and
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interrogate enemg combatants. Today, Guantanamo
houses enemy combatants including terrorist
trainers, recruiters, bomb makers, would-be
suicide bombers, and terrorist financiers,

- A1l detainees are treated in a_manner
consistent with international obligations and the
principles of the Geneva conventions.

- More than 4,000 reports and other forms of
actionable intelligence from these detainees have
provided information on terrorist activities,
including al-Qaeda's pursuit of chemical,
bialogical, and nuciear weapons.

- These reports and intelligence gained from
interrogation of detainees have thwarted threats
posed to innocent citizens in the umited States
and abroad and have helped save the lives of U,5.
and coalition forces. Faor examﬁ]e, the capture
of 9/11 mastermind Khalid sheikh Myhammad was
partly due to information developed from a
Guantanamo detainee, Muhammad al Kahtani.

- capturing and detaining enemy combatants is a
matter of naticnal secur1tg. military necessity,
and common sense, It has been common and
accepted practice of the united States and its
allies in every modern war. It_is a_universaily
reco?nized rinciple under the law of armed
conflict, also known as international
humanitarian law.

- under the law of armed conflict, there is no
requirement that a detainxng power charge or
prosecute enemy combatants for crimes committed
while hestilities are ongoing, or provide Tawyers
OF access to courts. States in prior wars have
generally not done so.

- upder U.S. law, the_authority to detain enemy
combatants exists in law independently of the
%udiciai or ¢riminal law system. This is a core
unction of the President’s authority as
conmander-in-chief under the U.5. Constitution.

- The UN Commission on Human Rights and some
human rights groups have argued that all enemies
captured in battle are Pows. Al-Qaeda is a
terrorist organization rather than a state actor
and therefore not covered by the Geneva
conventions; thus, their members are not entitled
to POW status. .

- Although the u.S, never recognized the Taliban
as the legitimate afghan government, Afghanistan
is a _party to the Geneva Conventions, and the
president determined that the Conventions apply
to the armed conflict with the Taliban. under -
the terms of the Third Geneva Copvention of 1943,
however, the Talibap are not entitled to POW
status.” specifically, the Taliban did not
qualify as lawful combatants (or POWs) under2
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Article 4 of the Third Geneva convention of 1949.

* - Torture of detainees is not condoned by the USG

and all forms of torture or abuse of detaineeg
are expressly prohibited. Detainees are provided
with proper shelter and medical care. Each is
allowed to exercise his re11gious_be1iefs and is
provided food consistent with their religious
requirements.

- Guantanamo Bay is not an operation that is
conducted in secrecy. The Department of nefense
works closely with the International Committee of

.the Red Cross (ICRC), and the united States

permits ICRC representatives to meet with every
detainse in Dob control at Guantanamo. There
have been 260 members of Congress and
congressional staffers who_have visited
Guaptanamo Bay, including 20 senators, 103
representatives, and 140 members of the sraff of
both bodies. There have been some 400 media
visits to Guantanamo Bay, including more than a
theusand American and international journalists.

- when there have been substantiated reports of
mistreatment, corrective action has been_taken,
as apﬁrOpriate. More than 100 individuals have
been held accountable for substantiated
allegations of detainee abuse accountable, i.e,
courts martial, confinement, non-judicial
punishment, reprimand, and separation from the
sarvice.

- 1f new credible allegations arise, the USG will
conduct a thorough investigation_into those
allegations, and if any of the a11e?ations are
substantiated, those responsible will be held
accountahie.

- The detention mission will continue due to the
continued threat from terrorists and the ongo1ng
conflict in Afghanistan and Iraq. we will do
everything in our power to prevent additional
attacks. we will not hold anyone longer than
necessary. About 172 detainees have been
rejeased while about 68 others have been
transferred to the control of other governments,

. - wWe anticipate the population of detainees at

Guantanamo to continue to decrease, Approximately
510 detainees from about 37 countries remain.

- A few former detainees have rejoined Al-Qaeda
and the Taliban Cabout ten). Some detainees
secured release by claiming to be farmers, truck
drivers, cooks, small-scale merchants or low
level combatants. Al-Qaeda training manuals also
em?hasige the tactic of making false abuse
allegations.

- Maulavi Abdul Ghaffar and.Mu1Tah shazada were

both released from Guantapamo, Both were Jater

killed in Afghanistan in 2004 fighting Afghan and
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U.5. Armed Forces.

- As the President has stated clearly, we wil)
continue to look at ways to improve procedures
and better manage detainees who pose a lethal
threat to the world, Therefore, as long as the
threat and war on terrorism continue to exist,
there will he a need to detain some eneny
combatants,

IFf NEEDED:

- The UsG categorically and unequivocally does
not endorse, tolerate or condone torture nor
participate ip the "export” of detainees for
purposes of torture. .

- rRendition is the movement of an individual from

one country to another without that person's
consent and outside of an extradition process.
renditions may be dope for many reasons,
inc1udin? the removal of persons who attempt
unlawfully to enter the U.s., to assist gther
governments bring fugitive criminals to udicial"
process, to keep dangerous terrorists off the
streets, or for intelligence purposes.

End talking points.

5. (U) Action requested: Ambagsadors and Country
Team members should inmediately seek .
ogportgn1ties to present this information to
those in positions of policy and opinion
Yeadership and gain their commitment to sharing
this with their comstituents. officials of the
pepartment of State and Defense in washington
will be undertaking a similar effort through
washington based media (one briefing took place
at the Foreign Press Center_on July 21) in the
immediate future and will also be making )
themselves available for media opportunities with
field posts and regional Arab media.

6. (U) PAOs will be provided additiona)
information as washington officials become
available for bvc interaction with your local
audiences, Additional background information and
fact sheets are being provided by e-mail to
ambassadors and paos for this undertaking. see
also the dedicated “Detainee Issues™ page on
ITNEOCENTRAL (https://infocentral.state.gov).

7. (W) Please report your actions NLT Aug 8 to
Prosper S/WCI and your regional bureau Assistant
secretary, .

8. (V) Minimize considered,
RICE
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E.O. 12958: DECLASSIFY 11/29/2015
TAGS: MOPS, NATO, PREL

SUBJECT: Guidance on KFOR/Camp Bondsteel/Detention

Classified by EUR Assistant Secretary Kurt Volker,
Acting, for Reasons 1.4 (b) and (d}.

1. (U) Background: In a Nov 25 Le Monde article, I
Commissioner of Human Rights for the Council of ' '
Europe, Mr Alvaro Gil Robles, was quoted as equating

the KFOR Camp Bondsteel Detention Facility as similar

to the Guantanamo Bay facility in appearance and .
operations. Mr. Robles visited the facility in 2002, \
when it was in use, and is quoted as being "shocked”
over the conditions. Related articles drew
connections to Bondsteel as possibly being part of
alleged CIA "secret prisons.”
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From: Flint, Walter C B6, B5, Bl, 14(D) /e:éé
Sent: Wednesday, February 21, 2007 4:12 AM ‘
To: Aguirre, John F; Anhalt, Scott T; Bell, Stuart W.; Brenner, Jeremy B; Broizen, Paul C; Burns,
Mark; Carland, Raphael; Carpenter, Mason F; | ]
MAJ; Chapman, Christian D; Chisholm, Peter T; Clayburn, Enic G; Cockrelt, John D3; Covington, Steve,
Dawson, Susan S; Desroches, David;| | Deverill, Dirk P; DeWalt, Beverli I;
| [Doolin, Drew T; Dotson, Richard; Duguid, Gordon K; Edson,
Douglas L; Engle, James B; Beeler, Scott, EUR-RPM-DL; Fabrycky, Rod; Ferraro, Peter; Finocchiaro,
James C; Fitch, Jeff J; Gamboa, Juan J; Garrow, Mark S; Gilmour, Andrew P; Glenn Shirley;
Gunzelman, Eric G; Guptill, Murray;| |
| | Heinrich, Edwin 5] THoag, IR;|
LCDR USN; Hoover, James E, CIV; Huffiman, Kenneth; Hutfman, Kenneth, CIV, OSD-POLICY,;
Hunter, Hustus; Jankowiak, Jerome M; Jeffrey B Dienno; Johnson, Lisa A; Jones, Douglas D; Kelly, Ian
C; Kemp, Robert E;| I |Charles M.
Kuzell;| TLarkin, Patience C; Liska, Stephen W; Luke, James P,
Lumban, Gerard 1; Lynch, Daniel G; Magsamen, Kelly E;i |
Maloney, Patrick T; Maria Metcalf; Mark Deveber; Mark Foster; McCampbelf, Jamelle B; Metcalf,
Maria K; Miravalle, Robert J., Mr; Mirr, Steven R; Monaban, Daniel J; Morrison, Barbara; Morse,
Marilyn Dj| INgautter, Dorothy M;| |O'Leary,
Sean P; Olson Jr, Richard G; Olson, Julic; Oppenheim, Jeffrey T; Reid I1I, Walter S; Roberts, Kristin M;
| | Russell, Danie! A; Ryan, Michael C; Santacana, Jose K; Satehes,
Penny C; Scott, Sara M; Seldowitz, Stuart M; Bhaffer, Gregory M; Shapland, John §; Sheehan, Donald
M; Shinagel, Eva;| |Smith, Ryan; Smyth, L Reece; Stephens, Ronald A; Stewerd,
Rebecca J; Stu Drury; Stuart Bell; Swain, Kristine L; Turnbull, David C; Underwood, Thomas A;
Vovchuk, Dmitry;) Watson, Michael G; Wilson, Mark E; Zalamea, Ulysses O
Subject: (S/NF) EUCOM summary 21 Feb 07

Attachments: JCB_Brief.ppt; 16FEB07ECI69.doc; 12 Feb 07 ANSF (POTUS) HEINAL!.ppt
Good morning, .

Today's JCB includes a component update and CODEL travel
The complete EUCOM ICB is available at: http:iwww.gucom.smil.mill, JCB update link.

Attachments include:

1) EUCOM $CB Brief

2) G4 Warfighter Integration in support of NATO/SHAPE
3) Latest Afghan SF update

Have a great day'!

VR
Walt

{SBU)—Kosovo ~ As expecied, Belgrade's new parliament overwhelmingly rejected the Ahtisaari plan as “illegal”
during its first session on 2/14. The reappointed Kosovo negotiating team is now equipped with a largely
rejectianist platform -- mostly reflective of the last government's position on Kosove - to take to Vienna next week
for the next round of discussions. While unable to sway the overwhelming consensus among so-called
Democrats, Milosevic Socialists and Radicats, the voice of a real epposition in parliament, from the [iberal
Demgcrat Coalition 1o the single seat of Southern Serbia Albaniang, |
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(U} EU CT Coordinatar De Vries to step down - EU Counter-Terrorism Coordinator Gijs de Vries will step
down next month after three years in the job, according to press reports. ' De Vries' decisian not to seekfaccept a
renewal of his mandate comes as the European Parliament is expected to vote on a report on the alleged use of
European countries by the CIA for the transportation and illegal detention of prisoners. Though the reporl
criticizes de Viies, who was given a hostile reception when he showed up before the EP temporary commitiee on
alleged CIA activities, the CT Coordinator told Reuters that the grilling he was given did not influence his
gecision. There is no information on de Vries' replacement. (POL:RDeglain)

(SBU) EP adopts tough report on CIA extraordinary renditions

The European Parliament adopted February 14 with 382 votes In favor, 256 against, and 74 absientions, a report
from the Temporary Committes investigating the alfeged use of European couniries by the Cia for the
transportation and illega! detention of prisoners that condemns extraordinary rendition as “an illegal and
systematic instrument used by the U.S. in the fight against tarrotism.” Al the amendments tabled by the Center-
right EPP-ED to difute the harsh tone of the report were rejected, which led a majority of the EPP-ED to vole
against, The report concluded that over one thousand ClA-operated flights used Eurepean airspace from 2001 fo
2005 and temporary secret detention facilities "may have been located at U.S. military bases” in Europe. The
report criticizes (he passivity of some EU Member States in the face of “illegal” CIA operations with Austria, Ialy,
Poland, Partugal, and the UK at the top of the list in the hame-and-shame Campaign, as well as the lack of
cooperation from the EU Council of Ministers. Some MEPs expressed hope ihe repornt would provide “food for
thought" to national parliaments and judicial authorities as welt as to the L).8. Congress, should it pursue an
investigation on these matters, (POL:MVanaverbeke} .
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